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Overview

The continuous increase in population in urban areas implies major challenges in the public management
of cities. Intelligent services that use Information and Communication Technologies (ICTs) become
increasingly relevant in helping to monitor, control and make efficient and quick decisions to solve the
problems inherent in the large concentration of people, such as mobility and safety in traffic, energy
efficiency, public security, supply control, among others.

The concept called Smart Cities is a global trend that classifies the strategic use of infrastructure and
services from the application of IT solutions in urban planning and management, bringing results to the
social and economic needs of a city. Therefore, the use of Information Technology allows cities to develop
economically while increasing the quality of life of their inhabitants by generating efficiency in urban
operations.

Examples of these technologies are Intelligent Transport Systems (ITS), where Pumatronix products are
used. ITSCAMPRO is a system that performs optimized and efficient management of vehicle images,
designed to receive a large number of images per second and allow the use of data science.

Using ITSCAMPRO, searches can be performed for one or more vehicle license plates, among all stored
images. The plate models that the system can recognize include those of Brazil in the Mercosur, Argentina,
Chile, France, Mexico, Netherlands, Paraguay and Uruguay standard. You can also import a list of plates of
interest or manually register which ones should be monitored. From the list of monitored vehicles, different
types of alerts can be configured to, for example, inform each type of legal restriction that the system can
differentiate. The images stored in ITSCAMPRO are the data source for reporting on traffic, path time, origin
and destination, among other information.

www.pumatronix.com
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Handling Risks

>R

Distribution of information: The content generated by ITSCAMPRO (captured images
and information) is protected by user and password. However, it is up to the system
administrator to control users who have access to information and the dissemination of
content.

Plate reading: When ITSCAMPRO receives a license plate recognized as "000000", "" or
when no data is reported, it is correctly set to empty.

Similarity Search Application: For image similarity search functionality, hardkey is
required to be used, which limits the application to the number of image capture
devices configured.

Software License: Software and related documentation are protected by copyright. By
installing the software, you agree to the terms of the License Agreement.

System Restore: When restoring a database in ITSCAMPRO, all information that was
stored on the equipment (including internal references to the images) will be
overwritten.

Factory Restore: When you restore an ITSCAMPRO installation to the factory version,
all information that was stored (including images) will be erased.

ITSCAMPRO Restart: Requesting ITSCAMPRO restart causes all connections to image
capture devices to be interrupted while the server and service are re-established, and
vehicle recognition may be lost during this period.

External image resolution: The external image in jpg format must have a minimum
resolution of 800x600 (SVGA), so that it can be used by the comparison algorithm with
sufficient information in the search for similar vehicles.

www.pumatronix.com
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Models

ITSCAMPRO can be used in a variety of applications without performance impairment, provided that the
installation specifications provided by Pumatronix are respected. These specifications vary depending on
the size of the installation and the flow of vehicles analyzed.

ITSCAMPRO is a robust system that can be used in the standard way, or it is possible to hire customizations.
These customizations can modify the operation of the product or may include specific features, such as
custom reports. In addition to the available software appearance settings, changes in visual identity can be
made. More information about ITSCAMPRO customization can be requested directly from Pumatronix.

www.pumatronix.com
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1. Getting to know the product

When accessing the ITSCAMPRO System, the home screen configured for the logged-in user is displayed,
such as the Mosaic screen, which contains the thumbnail images of the records made in real time. These
records come from all image capture devices to which the user has access. The restriction of access to
equipment is a system feature, considering that the information stored may require confidentiality of
disclosure. More details on the availability of information is available in User Control and Information
Availability.

When selecting the image of an equipment, it is highlighted to the left of the mosaic of varying format (as
selected) and below it the vehicle information identified in real time by the selected device is displayed.
Below the tile is the list of vehicles detected by monitoring, in which the detailed information of the record
made can be viewed by clicking on the camera icon to the left of the item listed. In the list of Monitoring
are the data compiled in the Security Panel: date and time of capture, identified plate, data of the equipment
that performed the capture and the source database.

The interface screen contains the menu bar and functions always visible and available for access:

©o 0 66 O 6 ®

=] Mam ==} Sy ler\‘l # Registrations L Reports Q Search License Plate
npanel v gurations + Fquipment and Cameras + Reports and statistics + Click here to search

IMAGEM
NAO DISPONIVEL

CF1002/2F
tido Centro

Cédigo: 10
Faixa Direita - 8070 Tipo: ROUBO_FURTO
] 25/11/20221020:09  Nwowid8  CFI003/2F aixa Direita L Geaco; iMSeAcdeicHONIVEG 1R
25/11/2022 102038 Coc PRETA
idade: A
Cédigo: 10
Tipo: ROUBO_FURTO
Marma/Mnaine HONNA /06 180

Figure 1 - Features available in the interface: 1) Access to the home page, 2) Main Menu, 3) System
Menu, 4) Registration Menu, 5) Reports Menu, 6) Search Plate Function, 7) User Account Data and
Logout, 8) Status Bar

In the Main menu (2) are the options for searching for vehicle, traffic, and system information. In the
System menu (3) are the options for managing content access, settings, and the system maintenance
process. In the Registration area (3) it is possible to add the equipment that provides the capture data to

www.pumatronix.com



Revision 2.0

E@= PUMATRONIX Product Manual

ITSCAMPRO System

the system and the embedded devices authorized to connect to the system, list the groupings for COMPARE,
enter the information for monitoring vehicles and specific sections and create notifications to users.

The Reports menu (5) displays the information clustering options that the system can generate. While a
quick search for a vehicle (informing its license plate) can be done using the Search License Plate option
(6). The logged in user information, account and login settings are in the upper right corner of the screen

7).
Help to Use ITSCAMPRO

The question mark symbol available on the ITSCAMPRO screens displays the help content on the left side
of the screen containing a brief description of the screen functionality and further details on the parameters
that can be configured. For the configuration fields, the system default values are indicated, to facilitate
the adjustment process.

® Logout

Sair do Sistema

<+ Novo agrupamento

Figure 2 — Location of the ITSCAMPRO Help Symbol

Creating New Items

In ITSCAMPRO, several objects can be added, such as users, equipment, image capture devices,
configuration profiles, monitored vehicles, among others. This feature is always available on the button
with the " +" symbol.

® Logout
Sair do Sisterma

+ Novo agrupamento

Figure 3 - Symbol for inclusion of items in ITSCAMPRO

Detailed View of a Record

When a vehicle is registered in ITSCAMPRO, more details can be viewed on the Mosaic screen by clicking
on the camera icon of the record, or through the Capture Report by clicking on the photo corresponding to
the vehicle. These details are organized in tabs (Information, Statistics and History) and correspond to:

e Sequence of captured images, which can be viewed in full screen, copied (by clicking on the button
on the vertical bar located on the right side of it) and enlarged;
e Number of the record generated in ITSCAMPRO;

www.pumatronix.com
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e License plate reads automatically from the vehicle. If the user has permission to change the plate,
an edit button is displayed next to it;

e Temporal information of image acquisition (date and time of capture);

e Spatial information (equipment and geographical location);

Information on the dangerous cargo code in vehicles that have this information. If the user has a

license to use this functionality and is enabled for the equipment;

Details of the vehicle plate (time taken for recognition, background colour, etc.);

Vehicle details (type, country of origin);

History of changes in the record in the system (change in the characters of the plate);

Option to delete the record, if the user has permission to remove the record, through the delete

button displayed next to the image;

e Access option to Similarity Search, when there is the COMPARE module installed in the system,
available through the Magnifier button.

© Information of register 5984600

Security Dashboard View

Vehicle plates can be registered in ITSCAMPRO so that the system monitors automatically on associated
equipment. When one of these monitored plates is identified, an alert will be issued by ITSCAMPRO. This
alert can be in pop-up, audible, or email format. In addition to the alert, all monitored vehicle records are
organized in list form in the Security Panel. This means that this is the main screen for monitoring vehicles.
However, the displayed records are conditioned to the equipment released for the user profile that is
connected to ITSCAMPRO.

The list with the records informs the identifier code, the temporal information, the license plate of the
vehicle automatically identified in the image, the equipment and device responsible for the image capture,
the Database, Description, Make/Model and Color referring to the registration in the database and the
possibility of checking the images and record information, clicking on the View link to the right of the list.

www.pumatronix.com
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B Main L System (& Registrations |l Reports Q Search License Plate
- System configurations Equipment - Reports and statistics v Click here to search

information panel
Powered by Pumatronix &

Security panel ?

MONITORINGS

License

D Date/Time Plate

Equipment Camera Database Type Description Brand/Model Color Grouping Photo

Cédigo: 10
Tipo:
ROUBO_FURTO
7.594.542 20/12/2022 17:29:22 mz1111 CFI 004/4F Faixa 3 SPIA Pblico xg&m’;‘:‘g"' AUDI/A3 1.8T AZUL () Visualizar
Cor: AZUL
Cidade: PORTO
ALEGRE/RS

Cédigo: 10
Tipo:
ROUBO_FURTO
Marca/Modelo:
VW/GOL CL.
Cor: BRANCA

7.590.961 20/12/2022 16:45:24 BJC3F21 CFI 004/4F Faixa 4 SPIA Pblico VW/GOL CL BRANCA [za] Visualizar

idade:
IBITINGA/SP

Cédigo: 10
Tipo
ROUBO_FURTO

. Marca/Modelo CHEVROLET/CELTA
7.587.704 20/12/2022 15:58:22 ETY6I25 CF1004/4F Faixa 1 SPIA Pablico SrEREE L | A PRETA () Visualizar

10LLT
Cor: PRETA
Cidade: MAUA/SP

Cédigo: 10
Tipo:
ROUBO_FURTO

Marca/Modelo:
VW/VOYAGECL1g  VW/VOYAGECL18  VERDE [l Visualizar

Cor: VERDE S
Version: 1.11.2+45fc9e0ee 14/100 ©20/12/202217:34 B 1% O

Traffic Dashboard View

ITSCAMPRO can be configured so that two monitoring equipment characterizes a Monitored Section and
thus allows to extract statistical traffic data referring to the routes traveled by the vehicles. This information
is updated in real time in the Traffic Panel, in the graphs that can be accessed by clicking on the 7ime/Speed
Graph of the respective section. The traffic data for the section is the time spent to travel the section and
the average speed estimate (the most detailed information can be obtained in the Time and Speed Report).
The management of the sections monitored by the equipment can be done through the Registration menu
in the option Monitored Sections.

E Traffic panel ?

CF1003 > CFI 001

7.584.282 20/12/2022 15:02:38 BOL3734 CFI1002/2F Faixa Direita - 8070 SPIA Piblico

CF1002 > CFI 005

Average speed
34 km/h

Average speed
33 km/h

Lt Time/Speed graph Lt Time/Speed graph

Figure 4 - Traffic Panel Home Screen
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CFI 002 > CFI 005
CFI 002/2F - CFI 005/2F

00:05:00

00:04:00

00:03:00

Tempo

00:02:00

00:01:00

00:00:00
09:00 10:00 11:00 12:00 13:0(¢

30

20

Weloddade

09:00 10:00 11:00 12:00 13:0(

Figure 5 - Content of the Time/Speed Graph screen

Map Display

ITSCAMPRO may make available the registered monitoring equipment or locations located on a map,
considering the geographical position (latitude and longitude) of the registration. In this display, the
equipment status is represented by the color of the icon, which indicates whether it is Disabled, Operating,
Failed on one or more cameras or No communication.

At the top left of the map is the Caption button that displays or hides the list of Installed Equipment and
the Equipment Status legend. When you click on one of the equipment listed, it is centered in the
visualization on the map, containing the name, geographical coordinates, and the list of corresponding
capture devices, with the period resulting from the last update.

To identify the type of connected equipment, the icons displayed on the map allow you to identify which
type they refer to:

e mobile phone icon, which refers to a mobile device;

e a toll gate, which refers to a 7o/ Plaza;

e in camera format, which refer to monitoring points of the Fixed (pole), Static (tripod) or Mobile
(vehicle) type.

11
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ITSCAMPRO Mobile App

©20/12/202217:35 B 1% O

ITSCAMPRO has an app distributed free of charge in the Google® Play store, which allows you to transform
any mobile device (mobile or tablet) with Android® operating system into a plate reading and vehicle

information sending equipment for the ITSCAMPRO software.

This application has an Android® version of Pumatronix's Jidosha plate reading algorithm, which allows all
image processing and plate reading to be performed directly through the mobile device and only the

necessary vehicle data is sent to the ITSCAMPRO solution.

& Camera

1.0x 0.66 fps

Figure 6 — Viewing the image on the Mobile Device

When registering plates with restriction or for monitoring, the alert is automatically sent to the user of the
Mobile Device, who issues a visual signal with the description of the restriction, in addition to the detected
plate sound signaling, while the alert is issued in the ITSCAMPRO software interface.

Revision 2.0

In addition to the live view of the images detected by the image capture device of the mobile device, it is
possible to access the list of the last records made by the device:

www.pumatronix.com
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YCL1002

S Captura: 28/10/2021 18:02:07
Tipo: Carro

Cor Placa: Claro

Enviada: nao

Placa sem monitoramento

§ YOU1000
§ Captura: 28/10/2021 18:02:06
Tipo: Carro

Cor Placa: Claro
Enviada: ndo
Placa sem monitoramento

POX4G21
Captura: 28/10/2021 18:01:58
Tipo: Carro

Cor Placa: Claro

Enviada: ndo

Placa sem monitoramento

When searching for records made using the device interface itself, the date range and sending of data to
the ITCAMPRO software are search parameters:

13
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2.

= ITSCAMPRO \

Data capturas

DEFINIR até DEFINIR

Mostrar capturas
O Enviadas

@ Né&o Enviadas

O Todas

+

Generated Information

In addition to the information accessed through the Main menu regarding vehicles, traffic and the system,
the data recorded by the ITSCAMPRO System can be retrieved in report and graphic format, accessing the
options in the Reports menu.

Capture Report

All vehicle records stored in ITSCAMPRO can be retrieved in report format. To perform the selection of
records, it is necessary to specify the search criteria for records in the database, which allows filtering:

by Equipment (may correspond to one or more equipment);

by the devices that made the image capture (Cameras);

by the Groupings registered for the COMPARE function;

for the time interval in which it was recorded, specifying the start and end date and time;

per specific License Plate;

by automatically recognized, unrecognized or all License Plates;

by the Type of Vehicle, that is, it is possible to know if the record is of a motorcycle or some other
type of vehicle;

by the Plate Type, which selects the plate records based on the background color (light or colored
in relation to the text);

by Capture Number;

by Evading, presenting only the records of Evading vehicles, only the Non Evading ones or both;
by the Country of the plate, which allows to identify if it originates in Brazil/Mercosur, Argentina,
Chile, Costa Rica, Mexico, Paraguay or Uruguay;

14
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e by Vehicle Class, when the Classifier function is activated and it is identified if the record is of a Car,
Motorcycle, Truck or Bus;

e by the Hazardous Cargo Code, which displays in the reports and on the Record information screen,
the hazardous cargo code detected in the vehicle image.

Vehicle type and license plate information can be retrieved only if it is associated with the record. This
information is sent by equipment developed by Pumatronix such as OCRFF, ITSCAM FF, ITSCAMPRO NM1,
VTR4 and VTR1. To confirm the submission to another ITSCAMPRO, a search may be performed considering
the forwarding status. More specific reports can be obtained by defining as a search criterion, in addition
to those listed, the vehicle's license plate and/or the record number in the system.

ITSCAMPRO allows you to transform the search results into a pdf report and export them into a comma-
separated values (CSV) file. However, in the CSVfile, the images of the records are not exported.

Registers Report ?
Equipment Initial Date/Time License Plate Number of capture Country
| All v| ‘ B2 20/12/2022 ‘ |ﬂ Search for license plate ‘ ‘ L 3 ‘ ‘ v‘
Cameras - License plates Evasion Vehicle Class
| All *| Final Date/Time | &b Recognized v‘ ‘ 3 Evaders and not evaders V‘ ‘ v ‘
Grouping £ 20/12/2022 Vehicle type Forwarding
v Allvehicles V‘ ‘ An; V‘
| IEEEEEs - |- I
License plate type
& Alltypes of plates v

EEeess Export FOF

Figure 7 - Screen of the filters that can be applied to the search of the records

Registers Report ?

10 ¥| Received total of 38.695 captures. Presenting (1 up to 10)

Search for

Date/Time Equipment Camera License Plate Forwarded Grouping similarity

CFI 005/2F
7505211  20/12/2022 17:37:51 S i fosa Y s oD (2e A0 Gaur) ITSCAM600 ALB1177 Yes

CF1003/2F
7.595212  20/12/2022 17:37:49 v, Rui Barbosa X Rua Colombo - (sentido Afonso Peng) F21X@ Direita MCK4448 Yes

CFI 002/2F
Av. Rui Barbosa - ATACADAO - (Sentido Centro SJP)

7.595.208  20/12/2022 17:37:49 Faixa Direita - 8070 CIW7618 Yes

CF1 005/2F

gau2u] 20/12/202217:37:49 Av. Rui Barbosa X Rua Colombo - (sentido Centro)

ITSCAM600 APX5475 Yes

.
IEEE
o

o (O CFI 002/2F

Figure 8 - Result of the search for records

Similarity Search Report

The ITSCAMPRO Similarity Search tool presents a report of the images of vehicles registered and stored in
ITSCAMPRO and in a database, which have characteristics like an image used as a base. This functionality
is released in the COMPARE module, which requires the upload and installation of the license in the
ITSCAMPRO software, adaptation or installation of the image capture devices and the activation of the

15
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module, connecting the Hardkey to the processor, which limits the number of devices that can be
configured. Another requirement for the search to locate records with similar images is the enabling of the
image capture device to extract vehicle data from the captured images.

required to be used, which limits the application to the number of image capture

ir Similarity Search Application: For image similarity search functionality, hardkey is
devices configured.

In situations where the additional monitoring point has a different framing from the base image, it is
possible to delimit a Region of Interest to reduce the search for similar descriptors only in the portion
delimited on the image that will be used as a base, optimizing the performance of COMPARE:

Choose base image for the search.
Obs.: itis possible to define a "region of interest” on the image.

Date/Time: 20/12/2022 16:30:51 Equipment: CFl 005/2F Camera: ITSCAM600  License Plate: AMAOJ38

Equipment Initial Date/Time Final Date/Time License plates Vehicle type

All v £ 20/12/2022 B2 20/12/2022 & Recognized v & All vehicles v

Cameras 16 v | 27 v l 51 v n 16 v l 29 v | 51 v n License plate type
Al = . 1 ! | .
& Alltypes of plates v

Grouping Evasion

3 Evaders and not evaders v

St stins

Figure 9 - Screen of the search for similarity with delimitation of the region of interest on the image

The filter options allow you to specify which information of interest should be used in the search for records
with similarity in the image. The system verifies whether there is a Monitored Section registered with the
equipment and, if so, the fields for the Similarity Search filter are optimized and consider the times and
equipment configured for the section, when the image used as a base refers to a record.

The search result in the records is presented in report format, displaying the images located in the
ITSCAMPRO database. When clicking on the Compare Images button, the image located as similar and the
one used as a base are presented in an enlarged format, allowing a better visualization of details, including
the Magnifier functionality on the images.
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Imagem similar

Imagem base x

Classificagédo: 12

Figure 10 - Screen of the Compare Images function of the search for similarity

Search for Similarity Using Record Image

The images presented in the Capture Report can be used as a basis for searching for records with similar
images. To locate a similar image stored in an ITSCAMPRO record, simply access the Similarity functionality
available in the column to the right of the report presented, or when accessing the Record Information

from the image presented in the report, the search page opens when clicking on the magnifying glass icon
on the screen.
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Choose base image for the search.

Obs . itis possible to define a "region of interest" on the image.

O) ®,

Date/Time: 20/12/2022 17:37:49  Equipment: CFlI 003/2F  Camera: Faixa Direita  License Plate:

Equipment Initial Date/Time Final Date/Time

License plates Vehicle type
[ a +| [ 20122022 | [ 20122022 I |& Recognized v & venicies v|
Cameras | 17 vI 38 V| 49 v 17 v| 40 v] 49 v License plate type
‘ All -‘ e ‘a All types of plates v‘
Grouping Evasion

[ @ Evaders and not evaders V‘

xAdvanCEd e
|10

'J Recebido o total de 55 capturas. Apresentando (1 até 10)

Classification D Date/Time Equipment

Camera License Plate ~ Grouping Base Image Similar Image
181272019 ITSCAM FF ITSCAM FF :
& S916S67" w0426 PUMATRONIX PUMATRONIX - o
oan212018 ITSCAM FF ITSCAM FF
e 908814 oag2s PUMATRONIX PUMATRONIX AE m
« < 123456 > »

Figure 11 - Similarity Search screen for the detected capture

Search for Similarity Using External Image

To use an external image as a reference, the menu Reports > Similarity Search must be accessed. In this

option, the image file must be sent in jpg format, with a minimum resolution of 800x600 (SVGA), saved in
a database external to ITSCAMPRO and the search criteria for records must be filled in manually.

External image resolution: The external image in jpg format must have a minimum
resolution of 800x600 (SVGA), so that it can be used by the comparison algorithm with
sufficient information in the search for similar vehicles.
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a Drag an base image here orsearch for one
Equipment Initial Date/Time Final Date/Time License plates Vehicle type
All L) £ 20/12/2022 9 2001212022 & Recognized v & All vehicles v
Cameras 00 VJ 00 VJ 00 VH 23 VJ 59 VJ 59 vn License plate type
Al v
& All types of plates v
Grouping Evasion
v [ Evaders and not evaders v
e

Figure 12 - Similarity Search start screen using external image
Groupings
The records stored in the database can be more easily located when added to the Groupings, which consists
of a common identifier that can be added to the description of the record, making it easier to search.
Images associated with a grouping are not removed by the automatic disk space management process.

Accessing from the Registrations menu, Groupings are displayed in list form, with thumbnail captures. It is
possible to locate the records added to Groupings using as a filter in the search.

E Grouping ?

Carmeednao Tanvpoe

ar e
",

s3 e
TR L LR

“—-u

Figure 13 - Example screen of Groupings created and applied to records

Vehicle Monitoring Report

The ITSCAMPRO system makes vehicle identification records, through the Automatic Reading of its plates
and allows specific vehicle plates to be registered for the purpose of monitoring by the system, which
detects the recognition of the specified plate in any of the capture equipment. It is possible to register a

license plate separately or a file in CSV format with a list of license plates can be imported. Likewise, the
PRF-SPIA system database can be used.
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When there is the identification of a vehicle license plate registered for monitoring, the system send visual
alerts and optionally, it can emit sound alerts and send an e-mail with the data identified in the capture.

Monitored vehicles ?

Database Registration Description Sound alert Responsible
“' MONITORADO V‘ ‘ﬁ ‘ ‘Q ‘ ‘Q V‘ |6 All responsibles v

License Plate Expires E-mail Type Group

E [ IE Jla o) [ g

m “+Newmoniored veficle Sl

Received total of 1 monitored vehicles. Presenting (1 up to 1)

Database License Plate Registration Expires Description -mail Sound alert Responsible Actions

VEICULO USADO NO
MONITORADO MLB3112 07/10/2022 It does not expire ARROMBAMENTO DE Send to address No Public Root & x
VEICULO NO SO PEIXE

« < 1 > »

Figure 14 - Start screen when accessing Registrations > Monitored Vehicles

The Monitoring Report lists the vehicle identification events monitored based on the filters applied in the
search, with the options to filter by the Eqgujpment that identified the vehicle, by the time interval, by a
specific Vehicle Plate, by the source Database of the monitored plate, by a specific User who created the
monitoring, by a User Group and by a specific Description or based on a fraction of a description.

The generated report contains the vehicle records monitored considering the filters applied and can be
exported in pdfformat.

Monitoring Vehicle Report ?
Equipment Grouping Initial date License Plate Description
‘ All v‘ ‘ v ‘ ‘ [ 20/12/2022 ‘ | & Search for license plate. I ‘ ‘ ¢ Search for monitoring des: ‘

Final date |§ Diego V‘ ‘ & Allresponsibles v‘

.
== .

&Beol G5 ot PO

Figure 15 - Home screen when accessing Reports > Vehicle Monitoring

Plate Search Report

The search for a specific plate or for a partial plate stored in the database can be quickly performed in the
Search Plate option, always visible in the top menu. Click the field, enter the desired plate, and press Enter
to perform a search.

ABC1234

Figure 16 - Example of using the Search Plate field

The search screen for similar plates opens in a new browser tab and initially displays only the list of similar
plates found in the records. When selecting one of the similar plates found, the information is listed
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indicating the Equipment and Camera responsible for the records for this license plate, along with the
captured image.

Similar License plates formation of the tcerse plate. A 1

Total of 1 license piate(s) found

Equipment

123456 > »

Figure 17- Page with the result of the Search Plate function

Correlations Report

The Correlations Report can be used to identify vehicle behavior patterns. This type of report shows all
vehicle captures that were made within the reported parameters.

The parameters that can be used to select the data are the monitoring points (image capture devices) and
the desired time interval. These parameters allow identifying the frequency with which vehicles are
identified at the same monitoring point and correlate the captures of two or more equipment at a given
time. It is also possible, using the interval between captures as a filter, to search for vehicles that have
passed all selected equipment within a given time range.

When choosing to make correlations without specifying a time interval between records, the equipment to
be used and the time interval must be specified. However, a search tolerance can be set. This value will be
modified to the reference date/time minus the tolerance value and the reference date/time plus the
tolerance.
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E Correlations Report ?

¥ No interval between captures X with interval between captures

Equipment Average time Tolerance
‘ @ CFI1001/2F (Av. Rui Barbosa - ATACADAO - (Sentido BR-277)) v‘ ‘ £ 2011212022 H @ 16:29 @H @ 60 H © Minutes v‘
‘ @ CFI1001/2F (Av. Rui Barbosa - ATACADAO - (Sentido BR-277)) v‘ ‘ £ 2011212022 H @ 16:29 @H @ 60 H @ Minutes v‘
Q Search for correlations [® Export Datav € Create graph
License Plate Equipment Date/Time

20/12/202215:29:15
CFI 001/2F Av. Rui Barbosa - ATACADAO - (Sentido BR-277)

20/12/202215:29:24

20/12/2022 15:29:30

Figure 18- Correlations Report screen without interval between captures

When choosing to generate a report that considers the interval between captures, in addition to the
selection of equipment and the time interval, the maximum time between captures must be specified. This

time selects only the records of the vehicles that were identified in all the equipment chosen within the
reported period.

E Correlations Report ?

& Nointerval be

Equipment Initial date and time Final date and time Maximum interval between captures

Initial Date

itia Date Interval
[ cF1001/2F (Av. Rui Barbosa - ATACADAO - (Sentico BR277)) - B

£ 20/12/2022
b Minvtes v
Final Hour Hour
| CF1 003/2F (Av. Rui Barbosa X Rua Colombo - (sentido Afonso Pena)) v = l P !
0 17:48 o 0 17:48 [

o 20
1812/2022

Do~ (senids Afonso Pens) 191212022 093845 E

Figure 19 - Correlations Report screen considering the maximum interval between captures

Traffic Report

The ITSCAMPRO system was developed as a statistical traffic system and the 7raffic Report is a tool that
compiles the data of records generating a graph with the number of vehicles captured by equipment. The

usual traffic is displayed for the selected week, displaying a graph for each day of the week with the number
of records indicated per hour.

The report is generated considering the selected equipment and the start or end date, as the period
considered will always correspond to one week (7 days). The report can be exported in a pdfor csvformat.
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Traffic Volume Report

Equipment License plates Initial date
@ CFI001/2F (Av. Rui Barbosa - ATACADAO v | | & Recognized | | 14/12/2022
Cameras Final date

All 8 20/12/2022

e B TE

600
Sunday

Monday
400
Tuesday

Vehicles

Wednesday o

Thursday

Friday 0
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23

Saturday Hour

—e— Faixa Esquerda-8060-W...
—e— Faixa Direita - 8050-With._

Figure 20- Example of Traffic Report generated for equipment with 4 capture devices

Time and Speed Report

ITSCAMPRO has the concept of Section, that is, two image capture equipment are defined and the route
between these points can be used to calculate differentiated statistics such as the flow of vehicles, the

average time spent to travel the Monitored Section and the average speed of the road.

In this type of report there is an additional parameter, which corresponds to the Cut-off Time, which is
equivalent to the maximum value that a route may take, in order to remove from the calculation, the
vehicles that, for example, stopped during the route. The other parameters for issuing this report are the

section and the initial and final dates of the search.

The generated reports can be exported in a pdfor CSVfile.

Speed & Time Report

001 040
Timea
Spead Q00000
E
D000
3

D000

LiiBeitisi]
Do % 0300 DT 0900

== 0571272022

Figure 21 - Example of a Time graph generated when searching for records in monitored section

Source and Destination Report

ITSCAMPRO is a vehicle image manager that uses OCR technology to perform Automated License Plate
Reading. Each time a vehicle is identified in an image capture device, a record is generated.

www.pumatronix.com
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Selecting an equipment as origin and a time interval (start and end date and time), ITSCAMPRO performs
a search for records among the other registered equipment, to locate those that have the same plate
identified. The number of records with the same plate read is indicated in the generated graph and shows
the percentage of the total by destination equipment, identified by the color in the legend.

The generated reports can be exported in a pdfor CSVfile.

m Origins and Destiny Report ?

Altered Plates Report

Automatic Reading of Vehicle Plates may display incorrectly read characters. This misreading can be caused
by external factors, such as occlusion of part of the plate, poor state of conservation or by some problem

in the image. Then, ITSCAMPRO allows authorized users to change the card identified by the system and
associated with the record.

The plate change data is stored in the record history, which indicates the user who performed the change

and the initial reading value performed. Other users with access permission can view this change history in
list or report form.

In the report data view, as well as in all reports in list format, you can change the sorting by list title. Above
the list is the data search option, which allows you to locate any data among those displayed in the listing:
the plate, the equipment, the image capture device, the date, time, ID, or changes.

Plate reading: When ITSCAMPRO receives a license plate recognized as "0000000", ""
or when no data is reported, it is correctly set to empty.
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Changed Plate Report ?

Q 10 ~| Received total of 173 License plates altered. Presenting (1 up to 10)
ID Date/Time Equipment Camera License Plate Alterations
7515119 19/12/2022 09:33:38 Cl002 21y 7 Faixa Direita - 8070 AVZ0413 19/12/2022 09:34:25- AYZ0413
Av. Rui Barbosa - ATACADAO - (Sentido Centro SJP)
7.513.991 19/12/2022 09:10:30 CF1 004/4F Faixa 1 aimiso 19/12/2022 09:12:42 - CIT1180 “ \
& e, Av. das Torres (em frente a DAJU) e _—
CFI 004/4F
7.512610 19/12/2022 08:41:37 Av. das Torres (em frente a DAJU) Faixa 1 GFF5F62 19/12/2022 09:02:50 - CFF5F62 -
7.512.373 19/12/2022 08:37:12 CFI 002/2F i Fi Direita - 8070 AZF2I85 19/12/2022 09:04:00 - AZI2185
Av. Rui Barbosa - ATACADAO - (Sentido Centro SJP) aixa Direita
7.502.201 19/12/2022 07:40:19 CFl 002/2F A Faixa Esquerda - 8080 BEL1554 19/12/2022 09:05:06 - BHL1554
- o Av. Rui Barbosa - ATACADAQ - (Sentido Centro SJP) axa Esquerda
7.499.847 19/12/2022 06:40:12 CH DDZ/ZF aramanta i - ~— Faixa Esquerda - 8080 APZBJ21 19/12/2022 09:05:47 - AFZ8J21 -

Figure 22 — Examp/e of the home screen of the Changed Plates Report

Notifications

The Notifications screen presents the messages generated to communicate the occurrence of Warning,
Error, or Information type events, such as the registration of a new monitoring, an approved monitoring or
a new registered approach. A notification can be generated by a user for a Group or for specific users.

Hotifications 7

. 1 = W
- . Wt i s B b b g B A e A B A S T RS M
T ok T B [ v dn e D B e pRe= i R g E e tm B TR ETLAT R S ErE ]

Figure 23- Example of the list of created notifications

3. Additional Documentation

Product Link ‘ Description

ITSCAM 600 Product Manual Manual _W|th ad_vanced settings of ITSCAM line image capture and
- processing devices

Manual with the ITSCAM FF 600 Advanced Free Flow IOT Imaging

ITSCAM FF 600 | Product Manual . .
Device Settings
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4. Software Specifications

ITSCAMPRO System version 1.11.2 can be installed on any Server running Ubuntu Server 14.04 or 18.04
or 20.04, Debian 8.8 or Oracle Linux. Installation/update on Ubuntu Server 18.04 with static IP address
requires reconfiguration of the IP address before server restart, as the default applied by the operating
system is DHCP.

Migration to 1.8.6 and higher may take a while if there are too many records in the upload queue. For
versions earlier than 1.1.0, the system update must be assisted because the server cannot update
automatically.

In case of updating a version prior to 1.5.7, it is necessary that a new license file is generated and updated
on the server, as there was a change in the format of the license file. If an incorrect license file is used, the
system will block some features, such as Reports and Specific Communication Protocols. Please contact
Pumatronix Technical Support for any questions and for the generation of a new license file. To install the
update, follow the steps in the ITSCAMPRO Update.

To access the software interface, a device with Google Chrome browser version 56 or higher installed must
be used.

Android Device Specifications for the ITSCAMPRO App

The ITSCAMPRO app can run on any mobile device (mobile or tablet) with Android® operating system
version 8.0 or higher.

For a good performance of the Jidosha card reading algorithm in real time, a cell phone with at least 4
colors and 4G of RAM is recommended.

The download of the ITSCAMPRO application is available in the Google® Play store of the mobile device
and must be registered as a new equipment in the ITSCAMPRO software.
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< Google Play Q

ITSCAMPRO

PUMATRONIX EQUIPAMENTOS

i
ELETRONICOS LTDA

3] Mais de 100

2SS M Classificagao
Livre ©
Instalar

Downloads

ITSCAMtRO(

Sobre este app >

Aplicativo de leitura de placa com integragao
com o sistema ITSCAMPRO.

Veiculos

5. Licensing

ITSCAMPRO is software that requires a license to function. This license specifies the size of the installation
and features enabled. The items that can be licensed are:

Number of Cameras.: Maximum number of devices that can connect to the ITSCAMPRO server;
Traffic Module: Availability of traffic reports such as Time and Speed, Origin and Destination, among
others;

Monitoring Module: Registration of monitored vehicles, related reports and alerts when detecting a
monitored vehicle;

Telemetry Module: Equipment monitoring, such as NUCs, image capture devices, etc.;

Multiple Language Support: Language application in the system interface. Currently, it can be
chosen between Portuguese, English or Spanish;

ITSCAMPRO Application Support: Registration of mobile devices with the ITSCAMPRO application.
Additionally, it allows the records sent by the devices to be saved in the system;

Support Image Similarity Search. Performs the search for images with similar content from enabled
image capture devices;

Number of Fit Cameras to Calculate Descriptors: Maximum number of devices that may be
configured to perform the calculation of the image descriptor on the Server;

Support for Integration with PM-PR;

Integration Support with Denatran,

Support for Integration with SPIA-PRF;

Antares Support: Integration with the Antares system;

Detecta-SP support: Integration with the Detecta-SP system;

TAG support: Integration with the TAG server for installation in conjunction with Nevada. The
NEVADA system is used for toll evasion inspection;

Support for OCR on the Server: Enables the ITSCAMPRO Server to run OCR on the no plate records
made by the enabled image capture devices;

Number of Cameras with OCR.: Maximum number of devices that may be configured to run the OCR
on the server;
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e Search Support by vehicle classification.: Allows ITSCAMPRO to receive Class information from
devices with ITSCAM 600 and provide searches on the basis of the class of the vehicle detected in
the image;

e Support for the CLASSIFIER algorithm on the Server: Allows the classification detection functionality
to be performed on the server and that even older equipment can be used in searches by class;

e Cargo ID Functionality: Allows ITSCAMPRO to read dangerous cargo and present this information in
the reports;

e Integration with third-party cameras: This functionality allows cameras from other manufacturers
to send images to ITSCAMPRO through the FTP protocol;

e Integration with the ONE System. This functionality enables integration with the state integrator
system.

The ITSCAMPRO license is a single file associated with the hardware on which the system was installed. If
it is necessary to install on another machine, a new license must be requested from Pumatronix Technical
Support. This change in the amount of equipment that can connect simultaneously to ITSCAMPRO can be
requested from Pumatronix Technical or Commercial Support.

For the operation of the ITSCAMPRO application on mobile devices (mobile or tablet), with OCR reading
(Jidosha) and integration with the ITSCAMPRO solution, specific licenses are required, according to the
amount of equipment released for the installation.

Similarity Search Application: For image similarity search functionality, hardkey is
required to be used, which limits the application to the number of image capture

A devices configured.

Software License: Software and related documentation are protected by copyright. By
installing the software, you agree to the terms of the License Agreement.
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= Current license information

Library version

207

Hardware ID
4c4c4544-005a-5110-8052-b5c04f564e32
Customer

ITSCAMPRO - SUPORTE

Software Licensed

Yes

Number of cameras

100

Traffic module

Enabled

Monitoring Module

Enabled

Support to multiple languages

Enabled

Support to ITSCAMPRO application

Enabled

Supports Search by image similarity

Enabled

Number of cameras able to calculate descriptors
100

Support to integration with PM-PR

Enabled

Support to integration with Denatran

Enabled

Integration with the SPIA PRF / Alerta Brasil 3.0
Enabled

OCR support in the server

Enabled

Number of cameras with OCR

100

Support for Searches by Vehicle Classification
Enabled

CLASSIFIER algorithm support on the server
Enabled

Number of cameras allowed to run CLASSIFIER
100

“ Alter system license by dragging file here orsearching for.

{ Wi The license file 'license.lic* was uploaded by user “Undefined" at 15/09/2022 |

6. Initial Configuration

To start the ITSCAMPRO system, access must be configured, as the default configuration of ITSCAMPRO
allows the use and access to the system using devices connected to the same data network. However,
access to the system and information can be made by other means, configured through the System
Configuration menu:

e via the Internet, configuring the fields of the External Access tab;
e by the Android app, configurable through the fields of the Mobile App tab.

The other necessary configurations can be found in the ITSCAMPRO Integration Manual.

7. First Access

ITSCAMPRO can be accessed by the Google Chrome browser on devices that are on the same data network,
by the address for external access and by devices that have the Android/iOS application installed. The IP
address of the product is provided by Pumatronix, along with the default user information and password.

To access the system, the IP address provided must be entered in the address bar. Then, you must enter
the user credentials. If the main user of the system is not provided, use root user and root password.
However, in the first access, it is indicated to create the other users and restrict the use of the ITSCAMPRO
administrator account.
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e
ITSCAMPRO/=
AN
Powered by Pumatronix &
& Usudrio
& Senha

ITSCAMPRO - Sistema inteligente para gestdo e
monitoramento de trafego

The first time it is logged into ITSCAMPRO, the home screen must be configured by accessing the User
settings.

and information) is protected by user and password. However, it is up to the system
administrator to control users who have access to information and the dissemination of

2 Distribution of information: The content generated by ITSCAMPRO (captured images
content.

8. Care and Maintenance

A The use of the product presents risks, which are presented in the Handling Risks
section.

Some care is required to ensure the performance of the product and extend its service life.

Access Control and Information Availability

Users' access to ITSCAMPRO information may be limited by an Access Profiles setting. This setting allows
you to associate which system screens the user profile will be able to interact with. As the same profile is
assigned to more than one user, Groups can be created because they allow multiple users of the system to
access and view images only of the equipment authorized for the group and share the list of monitored
vehicles.

ITSCAMPRO Usage Log

ITSCAMPRO receives data from multiple devices simultaneously and can be manipulated by users with
different access patterns. For this reason, the System Log Report allows auditing the actions of users. The
interface allows you to change the ordering of the list of records and to search in all columns of the table.
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System Log Report ?

Initial date User

9 20/12/2022 & Select a user ~

00 v| 00 v Message

Final date <

£ 20/12/2022

23 v| 59 v
@ Today

10 ~| Received total of 7 logs. Presenting (1 up to 7)
Date/Time User Message
20/12/2022 15:47:30 daiane Usuério daiane entrou no ITSCAMPRO afravés do IP *177.220.179.128"
20/12/2022 15:47:23 daiane Usuério Daiane Alterado
20/12/2022 154723 daiane Usuério daiane saiu do ITSCAMPRO
20/12/2022 14:30:32 daiane Usuario daiane entrou no ITSCAMPRO através do IP 177.220.179.128"

20/12/2022 14:30:16 daiane Usudrio Daiane Alterado

Figure 24 - Example of System Log Report per user

Equipment Status

ITSCAMPRO can be used for equipment management and screening traffic infraction notices. On the
Telemetry screen, the equipment can be centrally administered and maintained.

Each registered equipment is displayed with a colored icon that indicates whether the equipment has the
service running and the latency time of the network within the expected limit; it has the latency time of the
network too high or if the equipment has the service stopped/is not responding on the network.

Image capture devices are also displayed with colored icons indicating that the latency time of the network
is within the expected limit, too high, or the equipment is not responding on the network.

When selecting an equipment from the list, it is possible to view detailed information about the equipment,
including images (if the user is allowed to manipulate the equipment) and the possibility of updating its
status (modifying the service in operation or requesting a reboot).

a Teemet '

Operating Diagnosis

The evaluation of the operation of ITSCAMPRO can be verified through the system logs. This log displays
all operations done by the system in the background. The main function of this log is to assist the
development team in the analysis of anomalies that may occur in the system.

ITSCAMPRO Update

ITSCAMPRO has four software packages, which can be updated individually. The process is totally done in
the background, after sending each update file, following the correct sequence. However, it is
recommended to back up the data before the update process.
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When accessing the System > Maintenance menu, install the packages in the order indicated by dragging

the file to the Versions area or clicking the link to search for a saved file. Named files must be installed in
the correct sequence:

1) jtscampro-db_1.11.2.swu

2) itscampro-system_1.11.2.swu
3) itscampro-service 1.11.2.swu
4) jtscampro-web_1.11.2.swu

m System maintenance ?

L. Software update ¥k System Logs

= i
= Versions
Service
1.11.2+45fcoe0ee
Web
1.11.2+45c9e0ee
Detabase, £ Backup/Restore of database
1.11.2+45fc9e0ee
System
1.11.2+45fc9e0ee & Backup . Restore
&3 update version dragging software package here or searching for
-
£ Reset Factory default
C Maintenance system
& Reset Factory default
£ Switch to System in Maintenance

C Reinitialize server
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Figure 25 - Software update option on the System Maintenance screen

Backup and Restore

ITSCAMPRO enables the creation of complete system backups. The backup files generated are saved in a
proprietary format and can only be used by ITSCAMPRO.

System Restore: When restoring a database in ITSCAMPRO, all information that was
stored on the equipment (including internal references to the images) will be
overwritten.

Factory Restore: When you restore an ITSCAMPRO installation to the factory version,
all information that was stored (including images) will be erased.

capture devices to be interrupted while the server and service are re-established, and

f ITSCAMPRO Restart: Requesting ITSCAMPRO restart causes all connections to image
vehicle recognition may be lost during this period.

9. General Conditions of the Warranty

Pumatronix guarantees the product against any defect in material or manufacturing process for a period of

1 year from the date of issuance of the invoice, provided that, at the discretion of its authorized technicians,
a defect is found under normal conditions of use.
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The replacement of defective parts and the performance of services resulting from this Warranty will only
be carried out at the Authorized Technical Assistance of Pumatronix or a third party expressly indicated by
it, where the product must be delivered for repair.

This Warranty will only be valid if the product is accompanied by a Maintenance Form duly completed and
without erasures and accompanied by an Invoice.

Situations in which the Product Loses the Warranty

1) Use of software/hardware not compatible with the specifications in the Manual;

2) Connection of the product to the power grid outside the standards established in the product
manual and installations that present excessive voltage variation;

3) Infiltration of liquids from the opening/closing of the product;

4) Damage caused by natural agents (electric discharge, flood, sea air, excessive exposure to
climatic variations, among other factors) or excessive exposure to heat (beyond the limits
established in the Manual);

5) Use of the product in environments subject to corrosive gases, with excessive humidity and/or
dust;

6) Show signs of security seals tampering;

7) Show signs of opening and modification made by the Client in places of the product not
authorized by Pumatronix;

8) Damage caused by accidents/falls/vandalism;

9) Display tampered and/or removed serial number;

10) Damage resulting from transport and packaging of the product by the Client in unsuited
conditions;

11) Misuse and not in accordance with the Instruction Manual.

10. Privacy Policy

In compliance with the Brazilian General Data Protection Law (LGPD) - Law No. 13,709 dated 14 August
2018, this product has programmable functions for capturing and processing images that may infringe the
LGPD when used to capture personal data together with other equipment.

Pumatronix is not responsible for the purposes, use and treatment of the captured images, and the control
of information and ways of operating the product are the exclusive decision of the user or purchaser of the
product.

INDUSTRIA

BRASILEIRA
DE TECNOLOGIA
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