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Overview

ITSCAMPRO Mdvel is software that interfaces with capture devices (fixed or mobile equipment such as the
VTR 600), displaying the images and logs being captured in real time. It performs analysis using artificial
intelligence algorithms to recognize license plates and general vehicle characteristics, for equipment that
does not have these built-in functionalities. It also allows the captured data to be sent to another
application.

It allows the registration of devices and collects images providing detailed information on the capture such
as: license plate identification (OCR), vehicle classification, date and time, location, etc. It has a log report
that allows various filters, including searching by license plate.

In addition to the capture device interface functionality, it also has a free app distributed in the Google®
Play store, which allows real-time visualization of the vehicles being captured, as well as alerts for monitored
vehicles.

The system stands out for issuing audible and visual alerts via the web interface, the mobile app, or e-mail,
for stolen vehicles, vehicles suspected of participating in criminal practices, or vehicles with driving
restrictions, offering an agile and proactive response by enabling integration with public security systems
such as: PM-MG, PM-PR, Detecta-SP, SPIA (PRF), among others.

ITSCAMPRO Mdvel manages vehicle license plates by carrying out the following activities:

e Optimized and efficient collection of daytime and nighttime images of vehicles through the image
capture device;

e Automatic reading of license plates, identifying the characters (OCR), for devices that do not have
built-in OCR;

e Automatic storage of the information from the license plate read, in the database and in the photos
of the vehicle, with the GPS location of the capture;

o C(lassification of vehicles in images, by type of vehicle (e.g. car, motorcycle, truck and bus), for devices
that do not have a built-in Classifier;

e Selection of the license plate syntax to be monitored, according to the type of OCR in operation, from
the options: Brazil in the Mercosur standard, Argentina, Bolivia, Chile, Colombia, Ecuador, France, the
Netherlands, Mexico, Paraguay, Peru and Uruguay;

e Generation of a report with the recognized license plates, extracting the data from the system by
applying different filters, such as filtering by date and time, type of license plate or a specific vehicle
license plate, allowing export in CSV format;

e Search for specific license plates to monitor, with the possibility of importing a list of license plates of
interest into the system or manually registering each license plate to be monitored;

e Sound alerts, which can be configured by type (theft, documentation, etc.), are issued when the
monitored license plates are recognized;

e Registration of up to 4 LPR and 2 panoramic capture devices, operating simultaneously, collecting
images, identifying license plates and storing logs, or for the ITSCAM 600, as a single viewer;

e Login and password access to the system, with different levels of permission and system
configuration.

ITSCAMPRO Mdvel is an essential tool for strengthening security and enabling proactive action.

Note: ITSCAMPRO Mdvel can be installed on a PC, MAP, Firefly or ITSCAM600 Plug-in.
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Handling Risks

>R PEPEE B

Data distribution: The content generated by ITSCAMPRO Moével (captured images and
information) is protected by a username and password. However, it is up to the system
administrator to control the users who have access to the information and the
dissemination of the content.

Filter by Vehicle Type: To search using the filter by vehicle type, the vehicle classifier
license must be enabled in Hardkey and in the system.

Removing files: When performing log removal, ITSCAMPRO Mével will completely
remove the logs, including database information and images of the server's file system.
This operation cannot be reversed.

Software License: The software and related documentation are protected by copyright.
By installing the software, the user agrees to the terms of the License Agreement.

Internet Access: In the factory default configuration, ITSCAMPRO Movel does not have
an outgoing route set and to access the Internet it is necessary to add one of the
interfaces by selecting one of the available ones.

Reading license plates: When the image capture device has the Save Logs without
License Plate function enabled in ITSCAMPRO Movel, the logs made may contain only
the images, without the content of the license plate, in which case it is considered a log
with empty license plate.

License plate file format: When the ITSCAMPRO Mavel license is installed on the MAP,
the files sent to ITSCAMPRO Movel must be in UTF-8 format. If you need to convert the
format, we suggest using a converter such as Dos2Unix.

System Restoration: When restoring a database on ITSCAMPRO Movel, all the
information that was stored on the equipment (including images) will be overwritten.

Factory Restoration: When restoring an ITSCAMPRO Movel installation to the factory
version, all stored information (including images) will be deleted.

Restarting ITSCAMPRO Modvel: Requesting a restart of ITSCAMPRO Movel causes all
connections to the image capture devices to be interrupted during the process and
there may be a loss of vehicle recognition during this period.

Log Cleaning: By applying Log Cleaning, all logs will be lost and cannot be recovered.

wWww.pumatronix.com
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Models

ITSCAMPRO Movel can be used in a variety of applications without compromising performance, as long as
the installation specifications provided by Pumatronix are respected. These specifications vary according to
the site size and the flow of vehicles analyzed.

ITSCAMPRO Mdvel is a robust system that can be used as standard or customized. These customizations
can modify the way the product works or include specific functionalities, such as customized reports.

Further information on customizing ITSCAMPRO Mdvel can be requested directly from Pumatronix.
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1. About the Product

ITSCAMPRO Mdvel is the software that provides the operational interface for vehicle monitoring solutions
developed by Pumatronix.

When accessing the ITSCAMPRO Movel system, the main screen is displayed and contains the information
and functionalities enabled according to the user's access profile settings. Functionalities can be made
available on the Control Panels home screen, listed and described on Figure 1.

Restricting access to equipment is a feature of the system, given that the information stored may require
confidential disclosure.

Data distribution: The content generated by ITSCAMPRO Movel (captured images and
information) is protected by a username and password. However, it is up to the system
administrator to control the users who have access to the information and the
dissemination of the content.

1.1. Control Panel Viewing

The Control Panel screen is the main operating screen for ITSCAMPRO Mdvel, as it displays images of the
logs being made in real time to the user. These logs come from all the devices to which the user has access

permission.
® 6 ® 0 ®
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Figure 1 - Control Panel main screen

1) Automatic license plate reading status;

2) List of the last logs made;

3) Searches for specific license plates in the logs made;
4) Access to the Home screen;

5) Main menu with information panels;
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6) System menu with options for access control, settings and system maintenance;

7) Registration menu for entering data on image capture devices and license plates of interest for
monitoring;

8) Reports menu that allows filtering and listing of logs made;

9) Selection and application of a saved System Profile,

10) Quick settings for the account of the user logged into the system and options to Disconnect or
Stop the equipment:

a. Itallows you to reset the Nameand Passwordin the respective fields and the grid layout
of the Control Pane/ home screen:

& Minha Conta

Nome

Senha

Layout

11) Setting options for the device image:
a. Clicking on the camera-shaped icon captures an image at the moment of clicking;
b. Clicking on the binocular icon opens the initial zoom configuration screen, which allows
the settings to be made using the enabled grid;

c. By clicking on the gear icon on the right, you can select which device should display the
image in the viewing area:

2 Configuragdo

Camera
B teste
Exposigdo

2al 1

12) Display of the license plate characters referring to the last log made;
13) Area for viewing the image of one or more registered devices;
14) Status of ITSCAMPRO Mdvel. The status bar remains visible at all times and displays the current

status of the system, with up-to-date information on OCR operation, GPS, disk space and server
time.

1.1.1. Log Viewer

The list of the last logs made, displayed on the main screen of the Contro/ Panel, shows the main information
on the license plate identified and the date and time when the log was made. When clicking on one of the
logs listed, the Log Viewer window displays the location on a map in the initial tab, the equipment

responsible for capturing the image, icons indicating the type of vehicle detected and additional data in the
other tabs:

wWww.pumatronix.com



Revision 1.2.1

E@= PUMATRONIX Product Manual

ITSCAMPRO Movel
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Figure 2 - Log Viewer Information Screen

1.2. Help using ITSCAMPRO Movel

The question mark symbol available on ITSCAMPRO Mdvel screens displays the help content on the left-
hand side of the screen. This content provides a brief description of the screen's functionality and more
details on the parameters that can be configured.

& Administrador

Figure 3 - Help with using ITSCAMPRO Move/

1.3. ITSCAMPRO Mdvel Application for Mobile Devices

ITSCAMPRO Movel has an application distributed free of charge in the Google® Play store, which allows
turning any mobile device (cell phone or tablet) with an Android® operating system into equipment for
viewing vehicle information from the ITSCAMPRO Movel software.

When registering license plates with restrictions or for monitoring, the alert is automatically sent to the user
of the mobile device, which emits a visual signal describing the restriction, in addition to the audible signal

of the detected monitored license plate, at the same time as the alert is emitted on the ITSCAMPRO Movel
software interface.

The live view of the detected images can be accessed from the home screen:
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Figure 4 — Application screen for viewing the latest logs made
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2. Generated Information

2.1. System Status Information

More detailed information on the system's status and the behavior of ITSCAMPRO Mdvel can be obtained
by accessing the Main > Dashboard menu.

The data obtained provides real-time resource consumption statistics, a history of the total number of logs,
the number sent to the server and the OCR hit probability for the selected date. The history of CPU load

and RAM usage is displayed in graphs:
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Figure 5 - Dashboard screen displaying System Status graphs
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Figure 6 - Dashboard screen displaying History graphs

2.2. Log Report

By accessing the Report > Log Report menu, it is possible to retrieve the data from the logs stored in
ITSCAMPRO Mdvel using the filter options. The logs found using the filters applied in the search are listed
when clicking on Search. When clicking on Clear Filters, the values applied in the search are reset. The
results are presented in report format, with the filter criteria that can be applied to the search:

e Start Date/Time: searches by time interval by selecting the starting date and time of the period;
e Final Date/Time: searches by time interval by selecting the final date and time of the period;
e (Cameras:. filter the data of one or more registered image capture devices;

wWww.pumatronix.com
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License plates. to filter only automatically recognized license plates, unrecognized license plates or
all license plates;

License plate. search for a license plate of interest or part of it;

Vehicle Type: Option to filter by type of vehicle detected, allowing identification as Motorcycle, Car,
Bus, Truck or Unknown,

Trigger Type: filter by trigger type that can consider the triggers defined in the device's registration
(Default option), the Jammer Detector trigger or both.

Filter by Vehicle Type: To search using the filter by vehicle type, the vehicle classifier
license must be enabled in Hardkey and in the system.
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Figure 7 - Log Report Screen

The logs located with the filter applied are listed, showing the respective data from:

Date/Time;

Capture device;

Recognized license plate;

Geographical coordinates of the device's location;
Trigger type;

Description added;

Status of sending to External Servers;

Type of vehicle detected by the Classifier;
Images of the capture.

By selecting the logs in the selection box on the left, ITSCAMPRO Mdvel displays the Actions button for
selecting the action options for the files in the selected logs:

Export selected logs. exports only the logs, in CSV format;
Export selected logs (with images): exports the logs and images in ZIP format;
Remove selected logs. removes the logs from the system database.

12
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remove the logs, including database information and images of the server's file system.

f Removing files: When performing log removal, ITSCAMPRO Mével will completely
This operation cannot be reversed.

2.2.1. Detailed Log Information

The log details are displayed in tabs and contain the data that can be obtained with:

e Sequence of captured images, which can be enlarged or viewed in full screen or copied (by clicking
on the download button next to them);

e Log number generated in ITSCAMPRO Movel;

e License plate read automatically. If the user has permission to change the license plate, an edit button
is displayed next to it;

e Temporal information on image acquisition (date and time of capture);

e Spatial information (equipment identification and map display of geographical location, when
enabled);

e Option to delete the log. If the user has permission to remove the log, the delete button is displayed;
e Vehicle details (type, origin country).

@ Informagdes do Registro 494305

i} PACA DETTU21
19/08/2024 12:47:56
ITSCAM 600 LAET
Carro
00.00%

ITSCAM 600 LAET

Figure 8 - Logs Information Home screen

Information on the OCR processed for the log can be obtained from the OCR tab and refers to:

e the time spent on the recognition;

e to the background color shown on the license plate;

¢ the type of license plate, which can be motorcycle or not;
e to the license plate's origin country;

e the OCR's hit probability for each identified character.

& Informagdes do OCR 494305

7a Oms
o Claro
4 Nao
Brasil/Mercosul (76) @

D

ITSCAM 600 LAET

Figure 9 - Log OCR Information tab screen
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On the Sending tab, it is possible to check the status of the logs being sent to each of the servers enabled
in the system.

£ Informagdes do Envio 10232

Nao Enviado

Figure 10 - Sending Log Information tab screen

3. Additional Documentation

Product Link Description

Manual for integrating client solutions with

ITSCAMPRO Movel 2.6.6 | WebService Manual ITSCAMPRO Mdvel software via REST WebServices

Step-by-step application of the Google Maps API Key
in the ITSCAMPRO Modvel software and visualization
of the map in the interface

Application Notes Using the
Google Maps Service API Key

ITSCAMPRO Mdvel

4. Software Specifications

Version 2.12.1 can be used to upgrade any ITSCAMPRO Mdvel System from version 2.7.2. Versions prior
to 2.7.2 must be updated in conjunction with Technical Support.

ITSCAMPRO Mdvel can be installed on x86 64-bit architecture computers with Ubuntu Server 20.04 and
22.04 operating systems.

To update the ITSCAMPRO Mdvel for the VTR 600 and ITSCAM FF 600 products, the use of a generated
firmware file is needed.

To view the interface, use the Google Chrome browser on a computer connected to the same data network
as the ITSCAMPRO Movel solution. The Pumatronix solutions that use the software are all the device models
in the ITSCAM 400, ITSCAM 450 and ITSCAM 600 lines and in rotary parking enforcement.

4.1. Android Device Specifications for the Application

The ITSCAMPRO Mdvel Viewer application can run on any mobile device (cell phone or tablet) with
Android® operating system version 8.0 or higher.

The ITSCAMPRO Mdvel application can be downloaded from the Google® Play store on the mobile device
and must be enabled in the ITSCAMPRO Mdével software (by accessing System Settings on the interface):

14
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ELETRONICOS LTDA

(23] Mais de 100 o

59MB Downloads Clasgwhcacao
Livre ®@

Sobre este app >

Aplicativo de visualizagao de registros do Sistema
ITSCAMPRO Movel.

Negodcios

Figure 11 - Mobile device display screen

5. Licensing

The ITSCAMPRO Movel license is a single file associated with the hardware on which the system is installed.

If it is necessary to install it on an additional machine, a new license must be requested from Pumatronix
Technical Support.

Changes to the number of equipment that can connect simultaneously to ITSCAMPRO Mével can be
requested from Pumatronix Technical or Sales Support.

Software License: The software and related documentation are protected by copyright.
By installing the software, the user agrees to the terms of the License Agreement.
ITSCAMPRO Mdvel is software that requires a license to operate. This license specifies the size of the

installation and the desired functionalities, and specifies when there is a device authentication error. The
items that can be licensed are:

15
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of' Informacodes da Licenga Atual

Versio Biblioteca

i 203

i Identificador do Hardware
4C4C4544-004C-3710-804B-CACO4F564E32
i Software Licenciado

Sim

{ Namero de Cameras

iR

i Suporte ao Aplicativo ITSCAMPRO Mével
| Habilitado

i Suporte ao Detecta-SP

Habilitado

i Suporte a Integragdo com PM-PR

i Habilitado

Suporte a Integragdo com PM-MG

{ Habilitado

Suporte a Integragao com PRF Mével

{ Habilitado

Classificador de Veiculos

i Habilitado

“ Altere a Licenga do Sistema arrastando o arquivo aqui ou buscando por um

6. Initial Settings

For the ITSCAMPRO Mdvel software to be used normally, some initial settings are required, such as access
control, system settings and setting the date and time. These settings can be defined by accessing the

System menu.

6.1. User Registration

ITSCAMPRO Mdvel is a system with restricted access. This restriction is made through users and the content

made available can be set up per account.

In the System menu, the Users option displays the accounts registered for access to ITSCAMPRO Movel,
where they can be edited, new ones added or removed. By clicking on the +New User button, it is possible

to set up a new access to the system:

B2 Principal
Painel de Informagdes

J Sistema @ Cadastros Lt Relatérios
Confi ios » R jsticas

Powered by Pumatronix &

# Perfil de Sistema v

PYEE & Administrador

B Usuarios

Q. Buscar Usudrios

& Usurios
& Administrador

+ Novo Usuario
Numero de usuérios por Perfil de Acesso

1 0

Administrador Operador

Figure 12 - Home screen in System>Users

N/A N/A 19/08/2024 15:23 -%

ITSCAMPRO Mdvel can operate in isolation with a large number of users, even allowing each user to have
their own set up layout. ITSCAMPRO Mdvel's user setting is divided into tabs and the meaning of the fields

that can be filled in on the Generaltab are:

wWww.pumatronix.com
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Name. Name to identify and introduce the user in the system;

Active: Enables or disables the user in the system;

Login: Unique identifier of the user in the system;

Password: User access protection to the system, with at least 6 characters and which must contain
lowercase or uppercase letters combined with 1 numeral and at least 1 special character (@, #, $ or
%);

e Access Profile. Description of what information the user has access to view and manipulate:

B Usuérios ?

[Q Buscar | | Usuario Administrador
4 & Usudrios | €%) Criar uma cépia deste Usudrio ‘ ‘ & Remover Usuério ‘ ‘ + Salvar Usudrio ‘
& Administrador
Geral Layout Operagoes Avangadas e Permissoes
Nome | ¥ Administrador ‘
Ativo ON&o
Login & admin ‘
Senha | 8 Ssenha|[a-Z][09][@ # $ %] minimo 6 @ ‘
Perfil de Acesso | & Administrador V‘

Figure 13 - User configuration screen in the General tab

On the Layouttab, select the layout to be displayed on the ITSCAMPRO Mdvel Control Panel screen (home
screen), which is available for quick set up by clicking on the user's name in the menu bar:

H Usuarios ?

[Q Buscar | Usuério Administrador
4 & Usudrios ‘ €2 Criar uma copia deste Usuario H [@ Remover Usuario || + Salvar Usuario
& Administrador
Geral Layout Operages Avangadas e Permissdes
Layout
I [
I
I

Figure 14 - User settings screen in the Layout tab

In the Advanced Operations and Permissions tab it is possible to set up Auto-Login. This function will only

work properly when using the system directly on the computer running ITSCAMPRO Mdvel, as it allows
enabling or disabling automatic login for the user:

17
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B Usuarios ?

Q Buscar Usudrio Administrador
4 & Usudrios € Criar uma cépia deste Usuario & Remover Usuério v Salvar Usudrio
& Administrador
Geral Layout Operagdes Avancadas e Permissoes

Auto Login Habilitar

Figure 15 - User settings screen in the Advanced Operations and Permissions tab

6.2. Access Profiles

The users created must be associated with one of the Access Profiles set up. The different profiles created
make it possible to restrict the level of access permission, considering which screens the user will be able

to access when logging into the system. The factory default Access Profiles are named Administrator and
Operator.

Powered by Pumatronix &

12 Principal d Sistema @ Cadastros Lt Relatérios
Paine| de Inf: coes v Config tema v llos v R isticas v

#~ Perfil de Sistema « | 4 Aplicar perfil a ﬁ(ﬂjﬁg}i:r:_ias_lrador
E Perfis de Acesso ?

Q Buscar Perfis de Acesso

& Perfis de Acesso
i8¢ Administrador
48 Operador

+ Novo Perfil de Acesso

Numero de usudrios por Perfil de Acesso

1 0

Administrador Operador

N/A N/A 19/08/2024 15:23 -%

Figure 16 - System > Access Profiles Home screen

In addition, the profile's permission level is set, which can be Read Only, which does not allow any changes
to be made to the system, or Administrator, which has access to all screens:

18
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H Perfis de Acesso ?

‘ Q, Buscar | NOVO Perﬁl de Acesso
4 @ Perfis de Acesso + Salvar Perfil de Acesso
& Administrador
4 Novo Perfil de Acesso Geral  Telas
& Operador
Nome | ¥ Nome

Figure 17 - Screen for creating an Access Profile in the General tab

The Screens tab selects the screens to which the profile allows access:

-~

H Perfis de Acesso

Qs Novo Perfil de Acesso

4 g Perfis de Acesso
i Administrador
i Novo Perfil de Acesso Geral  Telas
& Operador

+ Salvar Perfil de Acesso

Telas Associadas

[ 2 painel de cortrole

[ 2 pashooara

2 Configuragbes do Sistema
21 Data & Hora

Q Configuragdes de Rede

0 Perfis de Acesso ‘

2 Manutengdo do Sistema

Figure 18 - Screen for creating an Access Profile in Screens tab

6.3. System Settings

When accessing the System > System Settings menu, the ITSCAMPRO Movel configuration categories are
grouped and arranged in tabs on the left of the screen, with the General/ tab for the most basic system
settings:

Language: Select the language to be used on the interface, choosing Portuguese, English or Spanish;
System Name: Enter an ID that will be displayed on the login screen;

System Description: Insertion of a description of the system to be displayed on the login screen;
System Logo: Insertion of a logo to be displayed on the login screen;

Enable Panoramic Camera: Allows enabling and disabling the use of panoramic image capture devices
in the system;

Enable OCR off. Allows enabling and disabling the button that turns off a device's OCR. These buttons
are located at the bottom of the image region of the Control Pane/ and change color depending on
the equipment's operating status;

Automatic login for remote clients. Allows or prohibits remote clients from automatically logging into
the system;

Equipment name/ID: Equipment name or identifier. This information is used by the sending protocol
for FTP;

19
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= Zﬂ;‘g%ﬁl cdes v - E!"srlema ema v = g?dasm}s‘m. L Ei!?m”"s‘,,w,___ # Perfil de Sistema v | 4 Aplicar perfil & ﬁgjﬁmlﬂlﬂrador
Povemdby ae el de ema os claty sticas Minha Conta
Configuragdes do Sistema ?
2 Geral
voer | o Geral o)
W Mapas
Idioma B Portugués v (Padréo: pt_BR)
& Detecgéo de Veiculos
Nome do Sistema W ITSCAMPRO Mével (Padro: ITSCAMPRO Movel’)
& 0CR - . = . = = . N
Descrigao do Sistema = Sistema Mavel de Reconhecimento de Placas (Padrao: ‘Sistema Mavel de Reconhecimento
£ Serial/USB e Placas)
Q@ Agesso Externo a Altere o Logo do sistema jogando o arquive aqui ou buscando por um. [>)
B8 Armazenamento //
0 Aplicativo Mével
—_—
& Servidores Externos
9 Telemetria MOVEL \\ \\
? Ponto de Captura I I
Habilita Camera Panoramica @ Habilitar (Padréo: Desabilitado)
Habilita Desligar o OCR @ Habilitar (Padrdo: Desabilitado)
Login autematico para clientes remotos Habilitar (Padrdo: Desabilitado)
Nome/ID do Equipamento L 3 (Padr&o: ")
OCR N/A N/A 20/08/2024 08:51

Figure 19 - General System settings home screen

e Fqguipment Installation Mode: Equipment operating mode. It can operate in three modes: Mobile
(installed on vehicles), Static (on tripods) or Fixed (installed on poles):
o Latitude: Geographical latitude coordinate of the installation configured as in Fixed mode;
o Longitude: Geographical longitude coordinate of the installation configured as in Fixed mode;
e Operating Mode: Defines whether the system goes into operation as soon as it is started in Automatic
mode or whether it requires user intervention when the Manua/ option is selected.

Nome/ID do Equipamento L 2 (Padrgo: ")
Modo de Instalagdo do Equipamento 5 Movel v (Padr&o: Mével)
Modo de Operagdo % Automitico v (Padr&o: Automatico)

20/08/2024 08:51

Figure 20 - General System settings screen

6.3.1. Operating Mode

When accessing the system, it may be necessary to activate the start of operation, depending on how the
Operation Mode is set, as it allows you to set up the triggering of ITSCAMPRO Mdvel to start reading the
OCR and making logs manually or automatically. In Automatic mode, operation is started automatically

together with the system. When Manual mode is selected, the operation only starts when the user clicks
on the Start Operation button in the menu bar:

# Perfil de Sistema * Aplicar pe B Iniciar Operagdo & ‘:'f'::I-r'ln.lﬁ,"":::'-l"::'

o

Figure 21 - Location of the Start Operation button
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Before starting the operation in Manual mode, the data of the user responsible for starting the operation

of the ITSCAMPRO Mdvel system must be entered:

¥ Informagdes da Operagao

CPF do PRF a
Matricula do PRF &
UF

BR

Figure 22 - Screen indicating the data of the user responsible for starting the operation

6.3.2. Maps

Google's geolocation platform (Google Maps) can be used within the ITSCAMPRO Mobvel system. This
feature allows displaying the location of the installed equipment on the map provided, along with the details
of the registration made. To acquire the API Key provided by Google Maps, please refer to the requirements

and necessary steps presented in the Application Notes for Using the Google Maps Service API Key.

e Google Maps key. Insertion of the key that allows the use of the Google Maps API, available from

Google:

J Sistema @ Cadastros Lt Relatérios
- Configurages do Sistema » Cémeras e Veiculos ~ Relatorios e Estatisticas ~

Powered by Pumatronix ®

E Configuragdes do Sistema

5 Geral n Mapas

W Mapas

Chave do Google Maps W AlzaSyCunCOncwZBMadgsFiZTWfuvAVDG_hRP7I

& Detecgéio de Veiculos
&OCR

2 Serial/USB

@ Acesso Externo

£ Armazenamento

0 Aplicativo Movel

E Servidores Externos
< Telemetria

? Ponto de Captura

Figure 23 - Maps settings home screen

6.3.3. Vehicle Detection

# Perfil de Sistema v

& Administrador
Minha Conta

rao: ‘AlzaSyCunCl gsFiZT) _hRP71’)

NA @ NA 20/08/202410:55 (= -%

In the Vehicle Detection tab it is possible to change a series of settings that enable the system to operate

in a wide variety of environments:

e Adaptive Detector Control Enables or Disables adaptive control of the vehicle detection algorithm;
e Motion Detector Sensitivity. Selecting the sensitivity for detecting movement in the image. The more

sensitive the detector is, the less immune it is to ambient noise;

wWww.pumatronix.com
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Motion Detector Trigger. Selection of the amount of movement in the image that will be considered
as a trigger for OCR;
Global Recog. Queue: Enables or disables the equipment's global recognition queue, which prevents
duplicate logs. When Disabled, adjustments must be made to each image capture device registered,
and duplicate logs may occur in the system, depending on the solution used. When Enable, the
settings refer to all logs received:
o Number of Recognitions: Selection of the number of consecutive recognitions of the same
license plate for it to be considered valid;
o Vehicle Queue Size: Selection of the number of license plates that must be read until the
first one is read again;
o Length of Time in Queue: Selection of the maximum time a license plate can remain in the
queue. If the time is set to a value other than 0 (zero), the license plate can be read again
and can remain between zero and ten minutes.

e 7 renisessema o] oo D

Powered by Pumatronix &

E Configuragdes do Sistema ?
o Geral - .
= & Detecgdo de Vefculos )

M Mapas

Controle Adaptativo do Detector S Habitar (Padrio: Desabilitado)
& Detecgao de Veiculos

ilidade do Detector de Movi & = 75% (Padrio: 75%)

& 0CR Gatilho do Detector de Movimento < {— 7% (Padrdio: 7%)
£ Serial/USB Fila de Recon. Global 0 Desabilitar (Padrao: Habilitado)
@ Acesso Externo Nimero de Reconhecimentos =) E— 1 reconhecimento (Padréo: 1)
& Armazenamento Tamanho da Fila de Veiculos =1 + 6 placas (Padrio: 6)

Periodo de Permanéncia na Fila Q E— N&o Expira (Padrdo: N3o Expira)

0 Aplicativo Mével
5 Servidores Externos
@ Telemetria

? Ponto de Captura

« Salvar

Figure 24 - Vehicle Detection settings home screen

6.3.4. OCR Settings

6.3.4.1. OCR Jidosha

The Jidosha option performs OCR on the device on which ITSCAMPRO Movel is installed, meaning that the
processing required to automatically identify the characters on the license plate image does not use any
additional hardware. For the Jidosha option, the settings for the parameters must be assigned:

Number of OCR Processes: Selection of the number of vehicle detection processes to be carried out
in the system. Can be set to the maximum allowed by the system;

OCR Queue Size: Selecting the number of images that can remain in the queue for OCR processing;
OCR type: Selection of the type of OCR that will be used, which can be local only in the case of
Jidosha or distributed with MAPs;

Vehicle Type: Selecting the type of license plates the OCR will recognize;

OCR mode: Selection of the image processing mode, which directly affects the license plate reading
time;

OCR timeout. Selection of the maximum time that the OCR algorithm will process each image frame;
Countries. Selection of the country to be considered in the OCR processing of the images, available
for the version. The operation of license plate reading is conditional on the release of the country in

22
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the license file and can be made available between the options: Argentina, Bolivia, Brazil/Mercosur,
Chile, Colombia, Conesur, Costa Rica, Egypt, Ecuador, the United States of America, France, the
Netherlands, Italy, Mexico, Panama, Paraguay, Peru, the European Union and Uruguay;

Minimum Character Probability. Selection of the probability of similarity between the letter that was
extracted from the photo and a letter in perfect capture conditions, used to consider a valid character;
Low Probability Character. When the OCR has been set for a lower minimum number of characters
than the maximum, it may return a partial license plate reading;

Low Probability Character. character to be included in positions where the characters do not have the
minimum probability of certainty;

Average License Plate Angle. Selection of the standard average degree of tilt of the license plate in
the image;

Average Character Tilt. Selection of the degree of standard average tilt of the license plate characters
in the image;

Minimum Character Width: Selection of the minimum width required for a character to be considered
valid;

Average Character Width:. Selection of the average width considered in character validation;
Maximum Character Width: Selection of the maximum width allowed for a character to be considered
valid;

Minimum Character Height. Selection of the minimum height required for a character to be considered
valid;

Average Character Height. Selection of the average height considered in character validation;
Maximum Character Height. Selection of the maximum height allowed for a character to be
considered valid;

Number of Lanes: Selecting the number of lanes being monitored per image capture device. Indicates
the maximum number of license plates that will be read per image;

Maximum OCR FPS: Selection of the maximum number of images to be processed per second. By
default, the system runs as much as the processor can process.

/ Perfi de Sistema * & Ad

Configuragdes do Sistema ?
©f Geral & 0CR 5
W ap
Quantidade de Processas de OCR o _ Numero Méximo de Processas (Padrda: Maxima)
& Det
Tamanho da Fila de OCR 1 # 300 imagens (Padrio: 300)
& 00

Tips de OCR & desns v | (Pagese: Seoshs)
Tipo de Veiculo & Motos/Outros | (Padrbo: Motos/Outros)
Modo do 0GR & Muto Lento | (Padrio: Muto Lenta)

Timeout do OCR ] {— 500 ms (Padrio: 500 ms)

Paises @ BrasilMescosul v | (PockBo: Bensi/Mercosa)
Prababiliat Minima da Garacter ? e— 0% (Patiio 53%)
: A [— 0 caracteces (Padrio 0)

(Padede: *)

ber. | _ 9pi o- els)
Altura Médea do Caracter T h 20 pinels (Padrbo 20 pixels)
Altura Méxima do Caracter I + &0 pixels (Padrio: 60 pixels)
Nirmero de Pistas = _ 1 pista (Padrlo: 1 pista)
FPS Miximo do OCR [om— 1410 FPS (Paarbor Marime)

Figure 25 - OCR reading settings home screen
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6.3.4.2. OCR Jidosha MAP

When using Jidosha MAP as a mechanism for reading license plates, the OCR software is executed inside
the MAP - Processing Accelerator Module. The settings required to identify the license plates in the images
are maintained*, as indicated in OCR Jidosha, with the only addition being the information on the MAP that
will perform the OCR:

Address. MAP address for connection;
Port. Port that will be used to receive images;
OCR Queue Size: Size of the OCR queue that MAP will use.

Numero de Pistas = [—
FPS Méximo do OCR (] [—

Endereco Porta Tamanho da Fila de OCR

et D O R eSS T |
Figure 26 - Jidosha MAP OCR reading settings screen in OCR settings

*The selection of the country to be considered in image OCR processing, applicable to Jidosha MAP-type OCR
processing, is compatible with version 3.17.0 of the Jidosha library, which includes the following countries:
Argentina, Brazil/Mercosur, Chile, Colombia, Conesur, Costa Rica, Egypt, the United States of America, France, the
Netherlands, Mexico, Panama, Paraguay, Peru, the European Union and Uruguay.

6.3.5. Serial/USB devices

The settings tab for serial/USB devices allows you to parameterize the GPS and the Surveillance license

plate:

Enable GPS: Enables or disables the use of the GPS device in ITSCAMPRO Moével with support for GPS
equipment using the Galileo, BeiDou, GLONASS, GNSS and QZSS satellite systems;

Baudrate: Selecting the communication rate at which the device works;

Data Bits. Selection of the number of data bits the device uses, between the values of 5, 6, 7 or 8;
Stop Bits. Selection of the number of stop bits the device uses, between the values of 1, 1.5 or 2;
Parity. Select the type of parity to be used when communicating with the device from the Odd, Even,
Brand and Space options;

Enable Supervisor. Enables or disables the use of the Surveillance in ITSCAMPRO Movel;
Surveillance Model selection of the hardware model for monitoring equipment operation. In the
Evasion model, the supervision of fixed equipment is widely used in Toll Evasion installations;
Maximum Time: Selection of the maximum time the Surveillanceshould wait before acting;

Interval between Pings. Selection of the waiting time between keep-alive communications with the
Surveillance license plate.
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/& Perfil de Sistema vI 4 Aplicar perfi 4 Daiane |

E Configuracdes do Sistema ?
o Geral
9GPS )
W Mapas
Habilitar [P 0coabiitar | (Padrio: Habilitada)
& Deteccio de Veiculos S
Baudrate £+ 115200 ~ (Padrio: '4800)
& OcR Bits de Dados X ~ (Padrio: '8
2 Serial/USB Bits de Parada (- B v (Padrio: 1)
@ Acesso Externo Paridade £* Nenhuma v (Padrio: none’}
B8 Armazenamento * SUperViSOra 0
0 Aplicativo Movel
Habilitar SIS CDesabiltar | (Padréo: Habilitada)
= —_—
EE Servidores Externos Baudrate & 115200 v (Padriie: 1115200
% Telemetria Bits de Dados. (-] v (Padrdo: '8)
¢ Ponto de Captura Bits de Parada &1 v (Padréo: 1)
paridade £ Nenhuma v (Padréo: none))
Modelo da Supervisora £ VIR ~ (Padrdo: 'VTRY)
Tempo Maximo [0} dh 200 sequndos (Padrio: 200 segundos)
Intervalo entre Pings [0] + 100 segundos (Padréo: 100 segundos)

NA € N/A 28/08/2024.09:29 [ 55%

Figure 27 - GPS and Surveiflance license plate settings screen
6.3.6. External Access

The External Access setting allows changing the ports used to access the system.

e Service Communication Port. Port that the system must use to communicate with the ITSCAMPRO
Movel service, with 2005 being the default port used. In the case of external access, it is necessary
to include the forward network of this port to the server's IP;

e Interval Start Port for MJPEG: In order to be able to view the online video from the devices via NAT,
configuring which port range the video will be generated on is needed. In this field, the starting port
for the interval is configured, with 10000 being the default port used;

e Interval Final Port for MJPEG: In order to be able to view the online video from the devices via NAT,
configuring which port range the video will be generated on is needed. In this field, the final port for
the interval is configured, with 20000 being the default port used.

These communication ports are configurable and use the TCP protocol, as are the input ports that are fixed
and can be used, such as port 80 for the graphical interface and port 22 reserved for maintenance access,
which is not mandatory. The outgoing ports are used according to the scenario: when ITSCAMPRO Mdvel
communicates to ITSCAMPRO, the default port used is 9000; when ITSCAMPRO Mdvel communicates to
the WebService, the same port as the webservice must be used.
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¥ Principal DSistema @ Cadastros i Relatérios

 periilde sistema | 4 spicar pe & Administrador

m Configuragdes do Sistema ?

Q@ Acesso Externo o)

& Detecgéio de Veiculos

Porta de Comunicagéo do Servigo & 2005 (Padréo: 2005)

Rocr Porta Inicial do Intervalo para MJPEG & 10000 (Padréo: 10000)
2 Serial/USB Porta final do Intervalo para MJPEG & 20000 (Padréo: 20000)
@ Acesso Externo

& Armazenamen to

0Aplicativo Mével

B2 Servidores Externos

+ salvar

Figure 28 - External access settings screen
6.3.7. Storage

Storage control settings in ITSCAMPRO Mdével:

e Log History. Selecting how long images can remain stored in the ITSCAMPRO Mobvel database. In
Unlimited mode, the logs in the database will never be deleted, only the oldest ones can be deleted
if the Minimum Free Storage is reached;

e Minimum Free Storage: Selection of the minimum percentage of free space that must be kept on the
hard disk, ensuring stable operation of ITSCAMPRO Mdvel. When the minimum percentage is reached,
the system recovers itself by cleaning up the oldest images;

e Storage Cleaning Margin: Selection of the percentage of disk space that will be freed when the limit
is reached, with each storage cleanup carried out (e.g. 10% minimum and 5% margin set, at the end
of the cleanup the storage will have 15% free space). Prevents the system from cleaning up each
new image when the hard disk is at its lowest limit;

# Perfil de Sistema v

F Ges Co ema c los elatd s~ il nell Minha Conta ~

Configuragdes do Sistema ?

SEIcEl B8 Armazenamento 9

W Mapas

Histérico de Registros i) {— 3 meses (Padrdo: 3 meses)

el Sl Armazenamento Livre Minimo e [:— 10% (Padréo: 10%)

& 0CR Margem de Limpeza de Armazenamento o} + 5% (Padréo: 5%)

£2 Serial/USB

@ Acesso Externo

B8 Armazenamento

0 Aplicativo Mével

& Servidores Externos
“® Telemetria

¢ Ponto de Captura

N/A N/A 20/08/2024 14:06 -%

Figure 29 - Data storage settings screen
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6.3.8. Mobile Application

Settings for communication between ITSCAMPRO Mdvel and the mobile application:

e Enable Mobile Application: Enable or disable integration with the mobile app;

e Mobile Application Port. Enter the port that will be used to communicate with the mobile application
(the network infrastructure must support this configuration).

& Principal J Sistema @ Cadastros lut Relatérios A f & Administrador
Powered by Pumatronix © -
4 Configuragdes do Si ?
onfiguragoes do Sistema [
o el 0 Aplicativo Mével )
M Mapas
Habilitar Aplicativo Mével O Desabilitar | (Padréo: 'Desabilitado’)
& Detecgéo de Veiculos —’
Porta do Aplicativo Mével & 2000 (Padr&o: 2000)
& OCR
£2 Serial/USB
@ Acesso Externo
8 Armazenamento
D Aplicativo Mével
& Servidores Externos
P Telemetria
? Ponto de Captura
OCR N/A N/A 20/08/2024 14:06 -%

Figure 30 — Mobile application access settings screen

6.3.9. External Servers

ITSCAMPRO Mdvel integration settings with external servers for sending data. When enabling the server,

the respective fields for configuration are made available. You can check the status of each log in the Log
Report and the Log Information screen.

6.3.9.1. ITSCAMPRO

Integrates ITSCAMPRO Mdvel with the ITSCAMPRO server:

e JTSCAMPRO host. 1P or URL of the ITSCAMPRO server.
o JTSCAMPRO Port. Port that will be used to communicate with ITSCAMPRO.
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e s, i it # Pl de Sistema ~ | avicar el [EERS
Configuragdes do Sistema ?
2 Geral
o erd £ ITSCAMPRO B

W Mapas

Integragéo com ITSCAMPRO O Desabilitar (Padrdo: 'Desabilitada’)
& Detecgéo de Veiculos

Host do ITSCAMPRO L 1080175 (Padréo: ")

OCR

® Porta do ITSCAMPRO s 9000 (Padréo: 9000)
5 Serial/USB _ i

£ Envio para Servidor FTP bo)
Q@ Agesso Externo
o « Habilitar Envio para Servidor FTP Habilitar (Padr&o: ‘Desabilitada’)

rmazenamento

D Aplicativo Mével & Servigo Web REST b}
=i Servidores Externos Integragio com Servigo Web REST Habilitar (Padréo: 'Desabilitada’)
“® Telemetria .

& Lince [o)
? Ponto de Captura

Integragdo com Lince Habilitar (Padréo: ‘Desabilitada’)

OCR N/A N/A 20/08/2024 14:06 -%

Figure 31 - External servers settings home screen

6.3.9.2. Send to FTP Server

Allows saving files to a server via FTP (File Transfer Protocol):

Protocol Allows choosing the FTP protocol;
Send empty license plate: Enables/Disables sending logs to the FTP server that consider the license
plate field to be empty;
Destination Validation:. Allows the user to enable/disable validation of the FTP destination address;
Passive Mode: Allows the user to enable/disable passive mode when accessing the FTP server;
Send All Exposures. If enabled, it sends all capture exposures to the FTP server. If disabled, only the
first exposure is sent;
Send Panoramic Images. Enable/disable the sending of panoramic images to the FTP server;
FTP Server Host. Address that will be used to communicate with the FTP;
FTP Server Port. Port to be used for communication with the FTP server;
FTP Server Username: Login user for the FTP server;
FTP Server Password: Password for logging in to the FTP server;
File Name Format. Allows customizing the name format of the files to be saved on the FTP server.
The tags that can be used in the filename format and which are replaced by dynamic information
are:
o <«datetime></datetime>: Replaced by the date/time of capture. Allows formatting (yyyy - year
| MM - month | dd - day | HH - hour | mm - minutes | ss - seconds);
o <cameraname></cameraname>: Replaced by the name of the device;
o <cameratypes</cameratype>. Replaced by the type of device, represented by the letters O
(OCR) or P (Panoramic);
o <equipment></equipment>: Replaced by the equipment identifier;
o <captureid></captureid>: Replaced by the capture identifier. Allows formatting (%010d -
always use 10 digits with leading zeros);
o <plate></plate>: Replaced by the license plate read by the OCR;
o <imageids></imageid>: Replaced by the image identifier;
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o <expo></expo>. Replaced by the image exposure number. Allows formatting (%03d - always
use 3 digits with leading zeros);
File Format. ITSCAMPRO Movel can save images in one of three formats:
o JPEG: Standard system image format;
o PNG: Vector format, but with data compression;
o WEBP. Vector format developed by Google with 26% more compression than PNG and 34%
more compression than JPEG.

£ Envio para Servidor FTP o)
Habilitar Envio para Servidor FTP ‘ O Desabilitar | (Padrdo: 'Desabilitado’)
Protocolo & FTP v (Padréo: 'FTP')

Envio de placa vazia ’ O Desabilitar : (Padrédo: ‘Habilitado’)
Validagao do Destino ‘i O Desabilitar : (Padrédo: ‘Habilitado’)
Modo Passivo ‘i O Desabilitar 1 (Padrdo: 'Habilitado’)
Enviar Todas as Exposigoes ‘7 O Desabilitar 1 (Padrdo: 'Desabilitado’)

Enviar Imagens Panoramicas [ ODesabilitar | (Padrdo: 'Habilitado’)
]

Host do Servidor FTP L 1921 6840.138 (Padréo: ")
Porta do Servidor FTP i 21 | (Padréo: 21)
Nome de Usuario do Servidor FTP & ftpwesley (Padrao: ")
Senha do Servidor FTP @ e @ (Padréo: ")
Formato de Nome do Arquivo /home ‘ (Padréo: ")

]
Formato do Arquivo }J JPEG v (Padréo: 'JPEG’)

Figure 32 - Send to FTP Server settings screen

6.3.9.3. REST Web Service
It integrates ITSCAMPRO Mdvel with systems that use Web Service REST architecture:

Web Service URL: URL of the application server;
Number of Attempts: Number of sending attempts;
Connection Timeout. Maximum time waiting for a connection to return, in milliseconds;
Reading Timeout. Maximum time waiting for a return of the information sent, in milliseconds;
Web Service Type: Format of the data to be sent and received in the web service;
Filter by GPS accuracy (HDOP): Filters the sending of captures based on the accuracy of the GPS
reading (HDOP), with the possibility of not sending logs whose accuracy is below the level selected
as acceptable to the configured REST Web Service:

o Disabled: Logs will not be filtered by GPS accuracy;
Ideal (<= 1.00). Highest level of confidence, with the highest possible precision at all times;
Excellent or better (<= 2.00): Precise measurements;
Good or better (<= 5.00): Measurements with adequate precision;
Moderate or better (<= 10.00): Moderate quality. Recommended correction;

o Poor or better (<= 20.00). Low confidence level. Consider discarding data;
Log ID Field Name: Identifies the log's unique identifier field. If not filled in, it will not be added to
the sending;
Date/Time Field Name:. Identifies the date/time field. If not filled in, it will not be added to the
sending;

O O O O
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License Plate Field Name: Identify the license plate field. If not filled in, it will not be added to the
sending;

Equipment ID Field Name: 1dentifies the equipment identifier field. If not filled in, it will not be added
to the sending;

Camera ID Field Name: Identifies the device identifier field. If not filled in, it will not be added to the
sending;

Latitude Field Name: 1dentifies the latitude field. If not filled in, it will not be added to the sending;
Longitude Field Name: Identifies the longitude field. If not filled in, it will not be added to the sending;
HDOP Field Name: 1dentifies the field responsible for sending the horizontal accuracy of the GPS at
the time the log was captured.

& Servigo Web REST 9
Integragdo com Servigo Web REST (Padrdo: 'Desabilitada’)

URL do Servigo Web | @ https://10.54.0.193/diego/api | (Padrdo: ")

Numero de Tentativas c —_ 3 tentativas (Padrdo: 3)
Timeout da Conexdo 0] _ 10000 (Padrdo: 10000 ms)
Timeout da Leitura (O] _ 10000 (Padrio: 10000 ms)
Tipo do Servico Web | £ JsoN ~ | (Padr&o: json’)

Filtrar por Precisdo do GPS (HDOP) | € Desabilitado v | (Padr&o: ‘Desabilitado’)

Nome do Campo ID do Registro | 9 register_id | (Padréo: ")

Nome do Campo Data/Hora | £ hour | (Padro: ")

Formato de Data/Hora | 2 yyyy-MM-dd HH:mm:ss | (Padrdo: ")

Nome do Campo Placa | &) plate | (Padrdo: ")

Nome do Campo ID do Equipamento | ¥ equipment_id | (Padrdo: ")

Nome do Campo ID da Camera | W camera_id | (Padrdo: ")

Nome do Campo Latitude | [T Iatitude | (Padro: ")

Nome do Campo Longitude | [I7] 1ongitude | (Padro: ")

Nome do Campo HDOP | < | (Padro: ")

Figure 33 - REST Web Service settings home screen

Image Field Name: Identifies the image field. If not filled in, it will not be added to the sending;
o Image Resolution: Allows selecting a resolution option from those listed, when a value is
entered in the Image Field Name field;
o Send All Images:. Enables or disables the option to send all images when a value is entered
in the Image Field Name field;
o Send images only after request. Enables or disables the option of sending images only after
a request is made, when a value is entered in the Image Field Name field;
o Image Header Text. Text to be displayed in the image header when a value is entered in
the Image Field Name field;
o Image Footer Text. Text to be displayed in the image footer when a value is entered in the
Image Field Name field;
Global Prob.: 1dentifies the field of global probability of reading the license plate. If not filled in, it will
not be added to the sending;
Prob. By Character: Identifies the probability field by license plate character. If not filled in, it will not
be added to the sending;
Vehicle monitoring data: Identifies the field for vehicle monitoring data. If not filled in, the information
will not be sent;
Vehicle Type Field Name: Allows setting the name of the JSON or Part field that will have the vehicle
class, if it remains empty the field will not be included in the request;
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e Prob. Vehicle Type Field Name: Allows setting the name of the JSON field or Part that will have the
probability of certainty of the class, if it remains empty the field will not be included in the request.

Nome do Campo Imagem ‘ 2] imagem | (Padrgo: ")

Resolugdo da Imagem ‘ [za] Original v | (Padrdo: ")

Enviar todas as imagens Habilitar (Padrdo: ‘Desabilitado’)

Mandar imagens somente apos requisigao Habilitar (Padréo: ‘Desabilitado’)

®|[ = m ||||II

Texto do Cabegalho da imagem ‘ | (Padrdo: ")
Texto do Rodapé da imagem ‘ | (Padrgo: ")
Prob. Global ‘ | (Padrio: ")
Prob. Por Caractere ‘ | (Padrgo: ")
Dados de monitoramento de veiculos ‘ - | (Padrdo: ")
Nome do Campo Tipo veiculo ‘ = | (Padrdo: ")
Nome do Campo Prob. Tipo veiculo ‘ % | (Padrdo: ")

Figure 34 - REST Web Service settings screen

6.3.9.4. Lince
It integrates ITSCAMPRO Movel with the Pumatronix Lince system:

e Environment. Select the Lince environment that will receive the captured events, from the
Development, Homologation and Production options;

e Customer Identifier. Unique customer identifier in the Lince cloud. This information can be found by
viewing the account data in the Lince;

e Authentication Code: Client authentication token with the Lince cloud. This information can be found
by viewing the account data in the Lince;

e Connection Timeout. Allows changing the maximum time to establish a connection with the Lince
platform, in milliseconds;

e Reading Timeout. It allows changing the maximum time to receive a return from the information sent
to the Lince platform, in milliseconds;

& Lince b2
Integragdo com Lince O Desabilitar (Padrdo: 'Desabilitada’)

Ambiente = Homologagio ~ | (Padrdo: Homologagéo)

Identificador do cliente | - | (Padrdo:)

Caodigo de autenticagdo | &, | (Padrdo:)

Timeout da Conexdo Q _ 5000 (Padrdo: 5000 ms)

Timeout da Leitura @ _ 5000 (Padrdo: 5000 ms)

Figure 35 - Lince integration settings screen

6.3.9.5. Avigilon
Integrates ITSCAMPRO Mdvel with an Avigilon server:
e Connection Port. Port to be used for communication with the Avigilon server.

The other fields follow the same formatting and can be found at REST Web Server.
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& Avigilon 9
Integragdo com Avigilon (Padrio: ‘Desabilitada’)
Porta de conexdo | @0 ‘ (Padrgo: ‘0)
Nome do Campo ID do Registro | ‘ (Padrdo: ")
Nome do Campo Data/Hora | ‘ (Padrdo: )
MNome do Campo Placa | = ‘ (Padrdo: )
Nome do Campo ID do Equipamento | L 3 ‘ (Padrdo: )
Nome do Campo ID da Camera | L ‘ (Padrdo: ")
Nome do Campo Latitude | i/ ‘ (Padrdo: ")
MNome do Campo Longitude | (1| ‘ (Padrdo: )
Nome do Campo Imagem | ] ‘ (Padrdo: )
Prob. Global | % ‘ (Padrgo: )
Prob. Por Caractere | % ‘ (Padrdo: )
Dados de monitoramento de veiculos | =] ‘ (Padrdo: ")
Nome do Campo Tipo veiculo | = ‘ (Padrdo: )
Mome do Campo Prob. Tipe veiculo | % ‘ (Padréo: ")

Figure 36 - Avigilon integration settings screen

6.3.9.6. Integration with Perkons and Atlanta

For the integration of ITSCAMPRO Mdvel to the Perkons server and Atlanta server to work correctly, it is
necessary to set up the Site information in the Atlanta system in the Equipment Name/ID field and it is
necessary to fill in the device id for the Atlanta system in the External ID field of the device configuration
in Register > Cameras.

URL for Perkons Server. URL address of the Perkons server;

URL to Atlanta Server. URL address of the Atlanta server;

Number of attempts: select the maximum number of attempts to connect to the server;

Maximum connection time: select the maximum waiting time to connect to the server;

Maximum response time: select the maximum response time for the server;

Send images to all. when disabled, the device only sends images of license plates that are restricted
in the Perkons/Detran database, when enabled it sends images to all traffic;

e Authorization Token: Atlanta server authorization token.

£ Integragdo com Perkons e Atlanta 9
Integragdo com Perkons e Atlanta O Desabilitar [ (Padrdo: 'Desabilitada’)

URL para Servidor Perkons () hnps://centrai.detranpa.perk;ns.com:BAM/cen(ralpklrest/p:J (Padréo: ")

URL para Servidor Atlanta ‘ & https://atsmd2idetranpa.atlantatecnologia.com.br:8072/api/f ! (Padro: ")

Numero de tentativas [ & d— 3vezes (Padrdo: 3 vezes)
Tempo maximo para conexdo (0] ﬂ 50000 ms (Padrdo: 30000 ms)
Tempo maximo para resposta (O] —_ 50000 ms (Padrdo: 30000 ms)
Envie Imagens para todos Habilitar O Desabilitar [ (Padréo: 'Habilitada’)

Token de Autorizagéo *Q ecDquA‘lMsztJuhmjvfagl;Nrm4iXB j (Padréo: ")

Figure 37— Perkons and Atlanta integration settings screen
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6.3.9.7. LEARN Manager
Integrates ITSCAMPRO Mdvel with the LEARN Manager system:

Web Service URL: Address of the server sending the logs;

Number of Attempts. Number of sending attempts before cancellation;

Connection Timeout. Maximum time waiting to connect to the server, in milliseconds;

Reading Timeout. Maximum time waiting for a return of the information sent, in milliseconds;
System: Indication of which of the systems configured in LEARN Manager the device should send the
logs to;

User Agency. Indicates which agency the LEARN Manager platform user is linked to, as it allows

agencies to be created within the same system and each agency can have access to different return
information;

User. User login with access to the platform;

Password: User password on the platform for authenticating the session with LEARN Manager;
Equipment Type: Selecting which equipment the LEARN Manager system is receiving logs from, which
can be Mobile Equipment (VTR 600) or Fixed Equipment (ITSCAM FF 600).

L] Integragdo com LEARN Manager

Integragdo com LEARN Manager (Padr&o: 'Desabilitada’)

URL do Servigo Web | (+] | (Padrdo: ")

Numero de Tentativas c ﬁ— 3 tentativas (Padrdo: 3)
Timeout da Conexdo O] _ 10000 (Padrdo: 10000 ms)
Timeout da Leitura O] _ (Padrdo: 10000 ms)
Sistema | o | (Padrio: )

Agéncia do Usudrio | i | (Padrio: )

Usudrio | - | (Padrao: )

Senha | Q, & | (Padr&o: )

Tipo do Equipamento | B Equipamento Maovel (0) v| (Padrdo: '07)

Figure 38 - LEARN Manager integration settings screen

6.3.9.8. PRF Mobile

Integration of ITSCAMPRO Movel with the PRF (Brazilian Federal Highway Police) system, following the
specified protocol.

Number of Attempts. Maximum number of attempts to send a log to the server before it is canceled;
Connection Timeout. Maximum time waiting to connect to the server, in milliseconds;

Reading Timeout. Maximum time waiting for a return of the information sent, in milliseconds;

PRF's CPF (Social Security Number): PRF Officer's Social Security Number;

PRF Registration: PRF Officer's Registration Number;

UF. State Identification;

BR: Country Identifier;

Description: Optional field for identifying the Operation.
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& Envio para PRF Maével 9
Integrag@o com PRF Maovel (Padréo: 'Desabilitada’)

Numero de Tentativas c d— 3 tentativas (Padrio: 3)

Timeout da Conexdo @ _ 10000 (Padrdo: 10000 ms)
Timeout da Leitura 0] _ 10000 (Padr&o: 10000 ms)

CPF do PRF | a | (Padrgo: ")

Matricula do PRF | & | (Padréo: ")

UF |[:j DF | (Padrdo: 'DF)

BR |[:j 999 | (Padrio: '999)

Descrigdo | L 2 | (Padrgo: ")

Figure 39 - PRF Mobile system integration settings screen

6.3.9.9. SPIA-PRF

Integration of ITSCAMPRO Mdvel with the Brazilian Federal Highway Police's intelligence system called
SPIA. The SPIA-PRF WebService needs the lane to be set up and the lane identification is set in the External
Identifier field of the device responsible for capturing the images. In addition to the lane identifier, location
is one of the requirements for the logs that are sent to SPIA-PRF.

URL: Allows setting the URL that will be used to access the SPIA-PRF WebService;

Access key. Sets the access key for the PRF server to accept logs from the system;

Company name:. Sets the name of the company that is registered as responsible for the system that
is sending the logs to SPIA-PRF;

Attempts. Maximum number of attempts to send a log to the SPIA-PRF server before it is canceled;
Connection Timeout. Maximum time waiting to connect to the server, in milliseconds;

Reading Timeout. Maximum time waiting for a return of the information sent, in milliseconds.

£ Envio para o sistema SPIA-PRF )
Integragdo com o sistema SPIA-PRF O Desabilitar (Padrdo: 'Desabilitada’)

URL L uRL | (Padrio: ")

Chave de acesso | @ Chave de acesso | (Padréo: ")

Nome da empresa | ¥ Nome da empresa | (Padréo: )

Tentativas [y ﬁ— 3Jvezes (Padrdo: 3 vezes)
Timeout da Conexdo (O] _ 10000 ms (Padrdo: 10000 ms)
Timeout de Leitura (0] _ 10000 ms (Padrdo: 10000 ms)

Figure 40 - PRF's SPIA system integration settings screen

6.3.9.10. Parana Military Police - PM-PR

Integrates ITSCAMPRO Mdvel with the Parana Military Police's system, following the specified protocol.

Web Service URL: Address of the server sending the logs;

Number of Attempts: Number of sending attempts before canceling;

Connection Timeout. Maximum time waiting to connect to the server, in milliseconds;

Reading Timeout. Maximum time waiting for a return of the information sent, in milliseconds;
Minimum Similarity Level Degree of similarity between the letter that was extracted from the photo
and a letter in perfect condition;
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Maximum Similarity Level Degree of similarity between the letter that was extracted from the photo
and a letter in perfect condition.
Sending Token: Token for authentication with the server.

& Envio para Servigo Web da PM-PR )
Integragdo com PM-PR (Padrdo: 'Desabilitada’)

URL do Servigo Web | @ https://lpr.pr.gov.br/lpr/rest/v1_0/convenio/lpr ‘ (Padrio: )

Nuamero de Tentativas c ﬁ— 3tentativas (Padréo: 3)
Timeout da Conexdo @ _ 10000 (Padrdo: 10000 ms)
Timeout da Leitura O] _ 10000 (Padrdo: 10000 ms)
Grau de Fidelidade Minimo ? —_ 85% (Padrdo: 85%)

Grau de Fidelidade Maximo ? —j 100% (Padréo: 100%)

Token de Envio | G reeerneesniee e, @ ‘ (Padriio: *)

Figure 41 - PM-PR web service sending settings screen

6.3.9.11. Minas Gerais Military Police - PM-MG
Integration of ITSCAMPRO Mdvel with the PM-MG, system, following the specified protocol.

Web Service URL: Address of the server sending the logs;

Number of Attempts. Number of sending attempts before canceling;

Connection Timeout. Maximum time waiting to connect to the server, in milliseconds;
Reading Timeout. Maximum time waiting for a return of the information sent, in milliseconds;
Sending Token: Token for authentication with the server.

& Envio para Servico Web da PM-MG o)
Integragdo com PM-MG (Padréo: 'Desabilitada’)
URL do Servigo Web ‘ (*] | (Padrdo: ")
Numere de Tentativas c # 3 tentativas (Padrdo: 3)
Timeout da Conexdo (O] _ 10000 (Padrio: 10000 ms)
Timeout da Leitura 0] _ 10000 (Padrdo: 10000 ms)
Token de Envio Token de Envio (Padrdo: ")
a,

Figure 42 - PM-MG web service sending settings screen

6.3.9.12. S3ao Paulo's Detecta system

Integration of ITSCAMPRO Movel with the Detecta-SP's system, following the specified protocol.

Web Service URL: Address to which it will be connected;

Number of Attempts: Number of sending attempts before canceling;

Connection Timeout. Maximum time waiting to connect to the server, in milliseconds;
Reading Timeout. Maximum time waiting for a return of the information sent, in milliseconds.
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& Envio para Servigo Web da Detecta-SP 2]
Integragdo com Detecta-SP O Desabilitar (Padrdo: 'Desabilitada’)

URL do Servigo Web (*] (Padréo: ")

Numero de Tentativas c ﬁ— 3 tentativas (Padrdo: 3)

Timeout da Conexdo 0] _ 10000 (Padrdo: 10000 ms)
Timeout da Leitura O] _ 10000 (Padrdo: 10000 ms)
Detecta-SP Mével Habilitar (Padréo: 'Desabilitada’)

Figure 43 — Detecta-SP integration settings screen

6.3.10. Telemetry

Telemetry is the feature of ITSCAMPRO Mdvel that allows the status of registered devices and the system
service in operation to be sent via JSON to a cloud server. When enabling the sending of telemetry data,
the fields must be configured:

Send telemetry data: Enables or disables the sending of telemetry data;
Telemetry server URL: Address of the telemetry server;
Number of Attempts: Number of sending attempts before cancellation;
Connection Timeout. Maximum time waiting to connect to the server, in milliseconds;
Reading Timeout. Maximum time waiting for a return of the information sent, in milliseconds;
Periodicity. Defines the period for sending telemetry data from ITSCAMPRO Mdvel to the cloud server,
in milliseconds;
Equipment ID Field Name: 1dentifies the field that displays the ID of the respective device;
Date and Time Field Name: Identifies the field that displays Date and Time;
Date and Time Format. Defines the format in which the Date and Time will be displayed, which can
be in yyyy-MM-dd HH:mm:ss format, for example;
Equipment IP. Identifies the field that displays the current IP address of the respective device so that
the user can access the equipment remotely;
Web Port. 1dentifies the field that shows on which port the web is being exposed so that the user
can access the equipment remotely;
Latitude Field Name: 1dentifies the field that displays the latitude of the device's location;
Longitude Field Name: 1dentifies the field that displays the longitude of the device's location;
Camera List Name: Identifies the field that displays the list of configured devices;

o Camera ID Field Name: Identifies the field that displays the device ID;

o Camera Name Field Name: 1dentifies the field that displays the device name;

o Camera IP Field Name: 1dentifies the field that displays the IP address of the device;

o Camera Status Field Name: 1dentifies the field that displays the device Status.
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F Perfil de Sistema vI 4 aplicar perf

E Configuracoes do Sistema ?

o Geral )

9 Telemetria 1)
W Mapas

Enviar dados telemetria f— O Desabiltar |(Padréo: Desabilitado)
& Detecgdo de Veiculos

URL servidor telemetria Q (Padrio: ")
& OCR

Nimero de tentativas (& D 3 tentativas (Padrio: 3)
£2 Serial/USB Timeout de conexdo 0] dj 10000 (Padrdo: 10000 ms)
@ Acesso Externo Timeout de leitura ) G 1000 (Padrio: 1000 ms)
£ Armazenamento. Periodicidade -] dj 10000 (Padrdo: 10000 ms)

-

2 Aplicativo Movel Nome do campo do ID do equipamento o (Pacrio )

Nome do campo Data e Hora i (Padrio: )
= servidores Externos

IP do equipamento 2 (Padriio: ")
& Telemetria

Porta da Web & (Padrio: ")
# Ponto de Captura

Nome do campo latitude Q (Padréio: ")

Nome do campo longitude [+] (Padrio: ")

Nome da Lista de cameras (o] (Padrio: )

+ Sak
ocR n/a @ NjA 21/08/2024.08:51 (= -%

Figure 44 - Telemetry settings screen
6.3.11. Capture Point

The Capture Point functionality allows images captured at the same location by more than one device
responsible for reading the license plate's OCR to be used, and the reading information is combined in a
single log. In this way, it makes it possible for the images of the front license plate reading and the rear
license plate reading to be grouped together in a single log, in addition to the class and magnetic profile
information (when Eagle Scan is enabled). It is possible to identify the type of vehicle with the magnetic
profile by analyzing the inductance generated by the loop, which can generate, for example, the following
profiles:

Figure 45 - Magnetic Profile that can identify a car

Figure 46 - Magnetic Profile that can identify a motorcycle
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Figure 47 - Magnetic Profile that can identify a truck

The fields that configure a Capture Point:

Enable/Disable: Enable or disable a capture point;
Capture Point Name: Defines an ID for the configured Capture Point;
Main Camera: Selecting a registered device that is responsible for capturing the front image;
Auxiliary Camera: Selecting a registered device that is responsible for capturing the rear image;
HW Synchronization: Enables or disables synchronization via the IO connection made between the
Main and Auxiliary devices when they are interconnected in the installation, which allows for a more
precise link;
Max. Delay Time:. Definition of the maximum acceptable time difference between the image captured
by the Main device and the image from the Auxiliary device, for the link to be considered valid. When
HW Synchronization is enabled, there is no usable function for this field;
Eagle Scan: Enables or disables the use of the Eagle Scan server;

o IP/Host. TP address of the Eagle Scan server;

o Socket Port. Socket port used for communication;

o Web Port. Web port used for communication;
Enables Integration with ITSCAMPRO: Enables or disables the integration of the Capture Point with
ITSCAMPRO, which allows the user to access the reports of the Capture Pointlogs in the ITSCAMPRO
system. This integration uses a protocol that allows more than one capture to be sent and linked on
the server;

o Server URL: URL address of the ITSCAMPRO server to be integrated;

o User. Username registered with ITSCAMPRO;

o Password: Password of the respective user.

T 4 e aesiena - | oo [

9 Ponto de Captura o)
W Mapas

Habilitar/Desabilitar @ Habilitar O Desabiltar (Padrio: Desabilitado)
& Detecgéo de Veiculos - -

Nome do Ponto de Captura W TESTEPRF (Padréo: ")
®0ocR Camera Principal ) FRONTAL 5
2 Serial/USB Camera Auxiliar 3 TRASEIRA v
@ Acesso Ext Si Habilitar O Desabilitar (Padréo: Desabilitado)

Max. Tempo de Delay X 30000 (Padréo: '30000)
& Armazenamento

Eagle Scan Habilitar O Desabitar (Padréo: Desabilitado)
1 Aplicativo Mével

Habilita Integragdo com ITSCAMPRO Habilitar O Desabilitar (Padréo: Desabilitado)

+ salvar

NA € NA 21/08/2024 08:51 [ -%

Figure 48 - Capture Point settings screen
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6.4. Necessary Conditions for Installation

To view the ITSCAMPRO Movel interface, the Google Chrome browser must be used via a computer
connected to the same data network as the ITSCAMPRO Movel solution.

6.4.1. Date and Time Settings

Keeping the date and time set to the official time on the ITSCAMPRO Mdvel server is extremely important

so that the date and time of the logs are always correct. It is possible to adjust by synchronizing with the
server or manually.

o Time Zone: Selecting the time zone for the location where the Mobile ITSCAMPRO will be used
ensures that date and time conversions are carried out correctly.
e Synchronize Date/Time. ITSCAMPRO Mdvel allows using NTP servers to synchronize the date and
time automatically, which is essential for keeping logs always at the correct time;
o Synchronization Type. For ITSCAMPRO Mdvel it is possible to use NTP with the operating
system's standard server or with a proprietary server;

12 Principal J Sistema  Cadastros lai Relatérios
Painel de Informages = Configurages do Sistema = Cémeras @ Veiculos ~ Relatirios & Estatstioss »

Pumsiroix # Perfil de Sistema vI ARl e & Administrador
Poverdy Panmiix i Comes

Data & Hora ?

Data/Hora Servidor 21/08/2024 13:02

Fuso Hordrio @ GMT+00:00 (Etc/GMT)

Tipo de Sincronismo o] NTP (servidor padréo) v

+ salvar

A € A 21/08/2024 0851 (= -%

Figure 49 - Date/Time settings screen with default NTP server

o NTP Server. Inserting the address of the preferred NTP server;

2 Principal I Sist:
Pinel de Informagées ~ Config

£ Perfil de Sistema "I PUNERSEIN & Administrador

Powered by Pumstronix @

Data & Hora ?

Data/Hora Servidor 21/08/2024 13:02

Fuso Horario @ GMT+00:00 (Etc/GMT)

Tipo de sincronisme | & NTP (servidor proprietario) v

Servidor NTP =

N/A € NA 21/08/2024 08:51 -%

Figure 50 - Date/Time settings screen with proprietary NTP server

e Manual Date/Time: In this mode, date and time must be set and updated by the user manually.
o Date: Select the date using the calendar or type it into the field;
o Time: Inserting the correct time and minutes.
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12 Principal J Sistema & Cadastros la Relatérios
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Figure 51 - Manual Date/Time settings screen

6.4.2. Network Settings

After installing the equipment that will provide the captured image data, it is necessary to enter the data
for the network connections used by going to System > Network Settings. Depending on the solution in
which ITSCAMPRO Mdvel is used, different network settings options are available, modifying the settings
screen.

First, access the type of network to be set by selecting the tab on the left of the screen and clicking Enable
to enter the data. The data entered will only be applied once the settings have been saved. When saving,
the server is restarted and the page reloaded after 40 seconds.

6.4.2.1. Current Status

The network settings home screen shows the Current Status of the interfaces available to ITSCAMPRO
Movel.

e Save: Applies the network settings previously entered.

= Principal O Sistema @ Cadastros 14 Relatérios Aolicar perf & Administrador
" . Painel de Efamsses - Configurages do Sistema ~ Cameras e Veiculos = Relatérios e Estaraticas = # Perfil de Sistema v | 4 Aplicar pe Minha Conta =
S —
E Configuragdes de Rede ?
& Estado Atual
s Estado Atual o)
N WiFi Access Point
% Cabo N WiFi Access Point & Cabo
Tipo Enderego estatico
e P 1017.1.24
& Confiouracses de Said Mascara 255.255.0.0
Configuragdes de Saida — i
A Interfaces Virtuais Servidor DHCP Desabilitado
RX Bytes: 156GB  Packages: 11590150 Ermos: 0 Drops: 30336
#*Rotas ™ Bytes: 3.5CB Packages: 6268740  Erros: 0 Drops: 0
Interface Desabilitada Collisions: 0
@ seguranga
# Ferramentas il 36 = Cliente WiFi
Interface Desabilitada Interface Desabilitada
& Configuragées de Saida @ Seguranga
Gateway Default Cabo
Proxy Desabilitado
DNS Primério 10.40.0.208
DNS Secundério 2888 VPN Inativa
ocr Na @ NjA 21/08/2024 0851 2 -%

Figure 52 - Network Settings home screen
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6.4.2.2. Wi-Fi Access-Point

The Wi-Fi Access-Point network option is configured to access the ITSCAMPRO Mdével system and allows
devices such as tablets, notebooks or cell phones to be connected to view the software interface.

IP. Logical address of the machine;

Mask. Netmask to be used;

SSID: Wi-Fi network name;

Channel: Frequency channel that will be used for communication;
Password: Password that will be used to connect to the network.

When enabling DHCP Server, ITSCAMPRO Mdvel starts a DHCP server:

e Broadcast. Address used to notify all Hosts on the network;
e Start of DHCP IPs. Definition of the initial IP number that will be used by the DHCP server;
e £End of DCHP IPs:. Definition of the final IP nhumber that will be used by the DHCP server.

= . m— = ; - -
L e U e S P — PR <. /ciinistrador
[ —— de nformacies Sistema imeras e Veiculo rion e Estatisticas Minha Conta
Configuragdes de Rede ?
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N WiFi Access Point o)
N WiFi Access Point
Interface ) Desabiitar |(Padrio: Habilitado)
& Cabo -
P 192.168.1.1 (Padréo: '192.168.1.1)
36 : - o ;
Méscara 255.255.265.0 (Padrio: '255.255.255.0)
& Configuragdes de Saida SSID WIFI-VIATURA-X (Padréo: 'WIFI-VIATURA-X')
A& Interfaces Virtuais Canal 6 v (Padréo: 6)
........ ® 30: " §
— rotas Senha (Padrio: 'Senh@123)
@ segurana Servidor DHCP
FEeTEme s Servidor DHCP ()Desabilitar |(Padrio: Habilitado)
Broadcast [ 192.168.1.255 (Padrdo: '192.168.1.255)
Inicio dos IPs DHCP 192.168.1.15 (Padréo: '192.168.1.15)
Fim dos IPs DCHP 192.168.1.100 (Padréo: '192.168.1.100')
¥ Salvar

OCR NA € NA 21/08/2024 0851 [ -%

Figure 53 - WiFi Access Point settings screen

6.4.2.3. Wiring

The settings of the network connected via cable requires data:

Type: Select the connection type from the Static Address or DHCP Client options;

IP. Logical address of the machine;

Netmask. Netmask to be used;

Gateway. Outgoing address of the packets;

DHCP Server. Enables ITSCAMPRO Mdvel to start a DHCP server;
o Broadcast. Address used to notify all Hosts on the network;
o Start of DHCP IPs. Definition of the initial IP nhumber that will be used by the DHCP server;
o End of DCHP IPs:. Definition of the final IP number that will be used by the DHCP server.
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Figure 54 - Wired network settings screen

6.4.2.4. 3G

The use of the mobile data network depends on the system settings:

Interface. Enables the use of the Interface;

Provider. Select the Provider to be used for 3G communication;
Number. Number that will be used for 3G communication;
APN: APN that will be used for 3G communication;

User: User to be used;

Password: Password for the user used.

15 Principal i @ Cadastros Lt Relatori
Painel de Informacdes = Ca tema~ Cémeras e Veiculos ~ Rela

# Perfil de Sistema v Aplicar per & ﬁi’f}iﬂ,if}rador
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Figure 55 - 3G network settings screen

6.4.2.5. Output Settings

The options for setting data sending are available on the screen:

Gateway Default. Outgoing address of the packets;

Gateways Sequence: Outgoing packet priority sequence;

Primary DNS: Primary DNS server used to resolve Internet addresses;
Secondary DNS: Secondary DNS server used to resolve Internet addresses.
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Internet Access: In the factory default configuration, ITSCAMPRO Movel does not have
an outgoing route set and to access the Internet it is necessary to Add one of the

interfaces by selecting one of the available ones.
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Figure 56 - Network output configuration screen

6.4.2.6. Virtual Interfaces
Virtual network in which ITSCAMPRO Mdével acquires the specified IP:
Address. Address of the interface used;

Netmask: Netmask corresponding to the interface used;
Gateway. Outgoing address of the packets.

21/08/2024 08:51 (=) -%

Interface: Select the interface to be used, from the Wifi Access point or Wired options;
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Figure 57 - Virtual Interfaces settings screen

6.4.2.7. Routes

21/08/2024 08:51

In Routes, the paths that the data packets follow to move around the Internet or the set up network are

defined:
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Type: Route type that will be created, the route can be for an address or for a network;

Address/Network. Address or Network to be used;

Netmask. Netmask to be used;

Gateway. Outgoing address of data packets;

Interface: Interface used by the network route, which can be wired.
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Figure 58 - Routes settings screen

6.4.2.8. Security

The tools that can be used to increase network security are Proxy and VPNS.

Proxy. Server that forwards requests to the Internet;
Address. Address to be used;

Port. Port to be used;

User. User to be used;

Password: Password to be used;

VPN: Encrypted communication channel.
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Figure 59 - Network Security settings screen
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6.4.2.9. Tools

ITSCAMPRO Mdvel provides tools for testing network availability, such as Ping, Trace Route and DNS
Lookup:

e Ping: It sends packets to the given address via the chosen interface to test whether it is in operation,
selecting between the Wifi Access point, Wired or 3G options;

e Trace Route. It shows a map of all the servers the packet passed through until it reached its
destination;
DNS Lookup: Checks the address of the input server;

e Address. Address of the interface used;

g L o S e S G # periide Sistema v | anicer e [
fe——
Configuragdes de Rede ?
@ Estado Atual 4 Ferramentas ko)
N WiFi Access Point
Ping

% Cabo

Interface Interface w
il 36

Enderego Enderego
& Configuragdes de Saida

& Interfaces Virtuais

= Rotas Trace Route
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Interface v

Interface
Ferramentas
4 | Endereco Endereco

DNS Lookup

Enderego Enderego

+ Salvar

NA € A 21/08/2024 0851 (= -%

Figure 60 - Network Tools settings screen
6.4.3. Creating System Profiles

System Profiles allow the user to adopt general settings to be applied to the equipment as a whole. The
settings in use are saved when a profile is created and can be applied again later, such as the settings for
devices and profiles, OCR and servers.

The home screen lists the profiles available for use in the system and for changing the current settings.

Unlocked £PS 1o Queus 2nmaane 81318 x od

Locked TFPS 27/03/2018 1812:40 x O 4

Figure 61 - System Profiles home screen
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To save a new profile, considering the current settings in use by the system, click on +New System Profile

and identify it with a name. It is possible to apply a saved profile by importing the file in Send System
Profile.

# Novo perfil de sistema

Figure 62 - New system profile settings screen

To import a previously created profile into the system, click on the Send system profile button and select
the .pro extension file to apply.

# Importa perfil de sistema

= Importa arquivo de perfil de sistema

&3 £nvie o perfil amastando o arquivo aqui ou buscando por um.

Figure 63 - New system profile import screen

The profiles created remain available in the menu bar. Click on the System Profile button and select Apply
Profile to change the current system settings profile.

/~ Perfll de Sistema v 4 Aplicar perfi 2 &Eﬂﬂlﬂ!‘f}radol’

Pumatronix 2
Pumatronix 1

Figure 64 - System profile selection area

6.4.4. Registration of Image Capture and Processing Devices

After setting up the network, it is possible to register the devices for capturing and processing images in

the system on Registration > Cameras. These remain listed in the branch to the left of the screen and have
their image displayed in the initial grid.

12 Principal J Sistema # Cadastros lul Relatorios
Painel de informagdes ~ Configurages do Sistema ~ Cémeras e Veiculos = Relatérios e Estatisticas ~
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C
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Cameras habilitadas
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Figure 65 - Registration > Cameras home screen
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The screen for registering and changing the image capture and processing device displays the settings
fields in tabs:

1) The Generaltab contains the device's identification data:

Enabled: Enables the image capture device when selecting Yes or disables it when selecting No;
Name: Identifies the equipment in the system;

Description: Adds more information to the registered device;

Protocol select the type of protocol that the system will use to communicate with the device, from
the I7SCAM 400, ITSCAM 450/600, IP Snapshot, IP MJPEG and IP RTSP options;

Host. Device address on the network;

Viewing Mode: Selects the display mode on the main screen;

Side: Side of the vehicle in which the equipment is installed;

External ID: Sets the external identifier to be used for the device. When integrating with the Perkons
and Atlanta server, the ID applied to the Atlanta system must be used;

Frames per second: Desired image capture rate;

Vehicle classifier. Vehicle classification functionality, based on size, according to the framework used.
When the vehicle occupies less than 60% of the image, the Panoramic image classification option
should be chosen. However, when it occupies an area of more than 80%, the Closed image
classification option should be used.

B Principal [ Sistema # Cadastros Ll Relatorios
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Figure 66 - Registration for a new capture device home screen

2) The Authentication tab is where you enter the authentication data for accessing devices that
use the ITSCAM 450/600 protocol:

User. User name used to communicate with the device;

Password: User password used to communicate with the device;

Authentication Test. Authentication test performed automatically on devices that support this feature,
such as the ITSCAM 600. Displays the result of the authentication attempt on the device;
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Figure 67 - New device registration screen, Authentication tab

3) The settings for Pumatronix image capture and processing devices that use the ITSCAM 400
protocol can be made in the Pumatronix tab:

e Rotate 180° Sets whether the generated image should be rotated by 180° to send it to the OCR;

o External Lighting: Sets whether the equipment has external lighting or integrated lighting;

e Save Logs Without a License Plate: By enabling this option, the system generates logs even when it
does not recognize a valid license plate;

e Profile: SEts which profile the device should use;

e Motion Filter. Enables the motion filter functionality on the device, which can use the Discard Frames
functionality for frames without motion, by setting a minimum motion threshold for the device to
discard;

o  Number of Exposures (Daytime). Selecting the number of images that will be captured in Daytime
mode when the system requests photos. Each exhibition has a different setting;

o Number of Exposures (Nighttime). Selecting the number of images that will be captured in Nighttime
mode when the system requests photos. Each exhibition has a different setting;

e Daytime Mode Trigger. Sets the device's trigger when it is operating in daytime mode;

e Nighttime Mode Trigger. Sets the device's trigger when it is operating in nighttime mode; The
available trigger options are detailed in the ITSCAM 400 product manual.

License Plate function enabled in ITSCAMPRO Movel, the logs made may contain only
the images, without the content of the license plate, in which case it is considered a log

j Reading license plates: When the image capture device has the Save Logs without
with empty license plate.
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Figure 68 - New device registration screen, Pumatronix tab

4) The perspective adjustments that promote the best OCR performance are available for ITSCAM
400 protocol devices in the OCR tab, which displays the image preview of the image capture
device.

Grid Lines: Displays the grid lines that help in the framing adjustments of a vehicle's license plate, in
an ideal size for the OCR to read the image. Click on the Preview option to enable or disable it;
Region of Interest. It allows delimiting in the image the region in which to search for a license plate
and read the OCR, which enables the Motion Detector only in the selected region, reducing image
processing. Click on the displayed image to define the position of the region of interest, creating the
4 vertices of a polygon. To adjust, double-click on the polygon created and drag the vertex to the
desired position. To reset, click on Clear region on the left:
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Figure 69 - New device registration screen, OCR tab

License Plate Inclination Angle: Sets the inclination in degrees of the license plate, measured
counterclockwise from the horizontal axis. For example, if the y-coordinate of the last character in
the image is above the y-coordinate of the first character, the angle is positive;

Character Tilt Angle: Sets the inclination in degrees of the characters, measured counterclockwise

from horizontal axis. For example, if the top of a character is to the left of its bottom, the tilt is
positive:

Linhas de grade -

Regido de interesse

Limpar regido

Angulo de Inclinagéo da Placa ﬂ 0

0 Graus

Angulo de Inclinagéo do Caracter

| .I U 7 ‘l I :ﬂ

N/A N/A 27/08/2024 11:54 569

Figure 70 - OCR angle settings screen

5) The settings on the Vehicle Detection tab are only available when the Global Recognition Queue
is disabled in the System Settings > Vehicle Detection menu. In this way, the logs are sent to
the system from each registered device and, depending on how they are installed, they can
end up capturing images of the same vehicle, which leads to duplicate records in the system.
In order for license plate recognition to be performed independently of other registered devices,
they must be adjusted:
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e  Number of Recognitions. Number of times a license plate must be recognized sequentially to be
considered valid;

o Vehicle Queue Size: Number of license plates that must be read until a repeated reading is recognized
as valid;

e Length of Time in Queue: Time that the license plates read are stored for validation;
Trigger detection: Select Yes or No to enable the feature that collects all moving images when a
vehicle passes:

o Detection window size. selection of the time that must be waited, in milliseconds, for a
motionless image after the end of a vehicle's passage, in order for the log to be considered
finished;

o Image selection without OCR: selection of which image detected with movement in the
passage of the vehicle should be considered in the log, whether from the beginning, middle
or end of the passage.

/# Perfil de Sistema v | 4 Aplicar perfi

Q Buscar Camera ITSCAM 4XX - 10 54

4 W cameras R R R R
7] Criar uma cépia desta camera @ Remover Camera + Salvar camera
W camera teste W

BN ITSCAM 4XX - 10u w5 54 *= Campos obrigatérios
W teste
@ UNITRONIX - 10 20

Pumatronix ~ OCR  Detecgdo de veiculos  Zoom e foco
1 reconhecimento

Nimero de Reconhecimentos ﬂ 1

6 placas

Tamanho da Fila de Veiculos H 6

Néo Expira

Periodo de Permanéncia na Fila H 0

0 milissegundos

Tamanho da janela de detecedo ﬂ 0 (ms)

Selegdo de imagem sem OCR (0] -

NA € N/A 29/08/202410:33 (=) 55%

Figure 71 - New device registration screen, Vehicle Detection tab

6) Zoom and Focus adjustments for Pumatronix ITSCAMs can be made via the ITSCAMPRO Movel
interface:

e Grid Lines: Displays the grid lines that serve as a reference for framing the image, adjusting zoom
and focus. Click on the option to enable or disable viewing;

o Zoom: zoom applied only in the viewing area, for devices with a motorized lens, to ease
fine-tuning;

o Zoom (buttons): Increases or decreases the equipment's zoom, for devices with a motorized
lens;

o Focus (buttons): Equipment focus adjustments for devices with motorized lenses;

o Auto Iris. Enables the use of auto iris in lenses. It is advisable to leave this feature off during
the zoom and focus adjustment period.

When finished, click Save to apply the adjustments made.
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Camera

. R N ]
Cameras v Salvar camera

*= Campos obrigatérios

Geral  Pumatronix ~ OCR  Detecgdo de veiculos  Zoom e foco

Pré-visualizagio
Linhas de grade

Regido de interesse

Limpar selegéo

Zoom 1
I I I I ] -

Zoom ---H--HT'H-c-Hi--c-'\ o |
Foco —--H—-HT”TH-&iﬂ e+ |

Auto iris

NA ¢ 31°C

Figure 72 - New device registration screen, Zoom and Focus tab

6.4.5. Registering Profiles for Devices

23/07/2019 10:39:18

Profiles can be applied to ease the set up of image capture and processing devices in the field. They contain
the main settings that can be used according to the ITSCAMPRO Mdvel application, with a description and

the values applied.

2 Principal

Painel de Informagdes »

/ Perfil de Sistema v

Pouerad by Pumatronix ©

4 Aplicar perfil

& Administrador

Minha Conta

-— ~
Perfis de Camera ?
I:l Recebido o total de 3 perfis. Apresentando (1 até 3).
E %
Fixa HDR
&
@ x
Nzo HDR
&
= x
Viatura HDR
&
« < 1 > »

Figure 73 - Profiles home screen

29/08/2024 15:19

13%

The options for adjusting an ITSCAM Profile can be accessed by clicking on +New Profile or on the edit

button:

wWww.pumatronix.com
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e In the Generaltab a name that identifies the profile shall be entered:

= Viatura HDR

Geral  valores  Importar Perfil

Nome % Viatura HDR

Figure 74 - Edit existing profile screen, General tab

e The Valuestab displays the Description, Key and Value of the fields relating to the imported or copied

profile:

= Viatura HDR

Geral Valores

Auto iris DC

Final do horario de verdo
Formato das imagens capturadas
Foto colorida no modo Night
Porta serial 1 configurada como
‘Valor gamma diurno

Valor gamma noturno

Ganho na 2® foto / HDR - Ganho
placa na sombra

Ganho na 2® foto / HDR - Ganho
global

Ganho fixo

Figure 75 - Edit existing profile screen, Values tab

e The Import Profile options are available:
Import Camera Profile: 1t is possible to import the profile of a Pumatronix device connected
to ITSCAMPRO Mdvel, which is connected to the same network, without the equipment
needing to be registered in the system.
Import Profile File: 1t is possible to import a file with the text generated by the Pumatronix
device that is in use by the system.

O

Importar Perfil

I

Autolris

Pontos da extremidade do retangule | CropProt

FinalHorarioVerao
FormatoTrigger
FotaColorida

GPS
GammaDiumno
GammaNoturno

GanhoB

GanhoC

GanhoFixo

1
0,322,1271,801
31020000
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= Viatura HDR

Geral | Valores | Importar Perfil

= Importar Perfil da Camera

Camera ) Cémera

Host o Host

+ Importar Perfil da Camera

= Importa Arquivo de Perfil

a Envie o perfil arrastando o arquivo aqui ou buscando por um.

Figure 76 - Edit profile screen, Import Profile tab
6.4.6. Registration of Monitored Vehicles

ITSCAMPRO Movel allows users to register each license plate they want to monitor, with the aim of sending
an audio alert when the license plate is detected, along with the description entered by the user. It is
possible to manage notifications, enabling and disabling them according to monitoring needs.

 Cadastros L Relato
Cmeras e Veicuios = Ralztirios

£ Perﬂ\deS\sIemavI VST & Administrador

< Novo Veiculo Monitorado

Q 10 v | Recebido o total de 1 veiculos menitorados. Apresentando (1 até 1).
Placa Audio Situago Descrigio Agdes
ABC1234 Sirene Carteira Suspensa por dirigir embriagado. Vérias ocorréncias da mesma natureza, Z x

« < 1 > »

N/ @ NA 21/08/2024 08:51

Figure 77 - Registration monitored vehicles home screen

The creation screen appears when clicking on +New Monitored Vehicle. To change a license plate, click on
the Edit Monitored Vehicle action on the right.

License Plate: License plate of the vehicle being monitored;

Audio: Audio that will be played when the license plate is recognized by the system;
Status. Vehicle status. This field serves as a summary description;

Description: Description of why the vehicle is being monitored.
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& ABC1234

Placa ‘ &= ABC1234

Audio ‘ il Moedas

Situagio Situag&o do Monitoramento

A

Descrigdo Descrigdo do Monitoramento

Figure 78 - New monitored vehicle registration screen
6.4.7. Monitoring List Registration

ITSCAMPRO Movel supports integration with security and vehicle monitoring systems and can signal the
user when it detects a license plate among those on the list of monitored vehicles. It is possible to manage
notifications, enabling and disabling them according to monitoring needs.

If the user has a list or database of license plates to be monitored, the Monitoring List can be imported into
ITSCAMPRO Movel as a TXT file, subject to the data formatting requirements in this file. The following
styles of formatting used on each line of the .&xt file are accepted:

e ABCI1234;Description;3: In this format, the fields are separated by semicolons: license plate,
description and code;

e ABCI1234;9. In this format, the fields are separated by semicolons, and the fields are license plate
and code;

e ABCI12340: In this format, the fields have no separator, with the license plate in the first 7 characters
and the code in the eighth character;

e ABCI1234. In this format we only have the license plate. As we don't have the code information, code
0 (zero) is assigned.

the files sent to ITSCAMPRO Movel must be in UTF-8 format. If you need to convert the

ii License plate file format: When the ITSCAMPRO Mavel license is installed on the MAP,
format, we suggest using a converter such as Dos2Unix.

The function available on the Search License Plate button allows locating a license plate among those
registered via the Monitoring List by typing in the 7 characters of the license plate and clicking on the
magnifying glass button:

Q, Buscar Placa

Placa
Minimo 3 caracteres

&= ABC1234
@ 1 placa(s) encontrada(s)

ABC1234

Situagdo: Furto e Roubo

Figure 79 - License plate search function screen with the license plate located
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T et D # Perfi de Sistema ~| 4 Aplicar perfi il
Powered by Pumatronix 8
Lista de Monitoramento ?
Informag&o da Lista de Veiculos Monitorados *
Data da Ultima Importagéo: -
Quantidade de veiculos monitorados: 0
&3 Attere o arquivo de veiculos monitorados jogando o arquivo aqui ou buscando por um
Q 10 v | Recebido o total de 3 cédigos. Apresentando (1 até 3).
Cédigo Audio Descrigéo Agdes
1 Sirene. Furto e Roubo @ x

2 Moedas Documentacéo @ x

3 Alerta Lento Busca e Apreensdo @ x

N/A € NA 22/08/2024 08:40 [ -%

Figure 80 - Monitoring List registration home screen

6.4.7.1. Monitoring Codes

When associating a license plate with a monitoring code, either manually or via the Monitoring List, an alert

is issued when the license plate of interest is detected, with audio and a description of the license plate
restriction.

When registering a code in the monitoring list, an audio must be selected and the description that will be
displayed for the restriction it refers to must be entered when the license plate is recognized.

Code: Code that is used in the monitoring file;
e Audio: Selection of the audio that will be played when a license plate with this code is read;

e Description: Description that will be presented to the user and will also be stored in the license plate
log.

B2 Novo Cdédigo

Codiga @ Cadigo
Audio [ sem Audio

Descrigio Descrigio

Figure 81 - New alert code for monitoring registration screen
6.4.8. Zoom and Focus Adjustments

To complete the installation of ITSCAMPRO Mdvel, it is necessary to make some adjustments to optimize
OCR processing, such as framing and adjusting the zoom and focus of the installed devices. This requires
considering the lenses used by the equipment and the ideal distance for reading the license plate. For more
information, see the manual for the respective solution and device.

Using the software interface, the Zoom and Focus setting options are available by clicking on the binocular-
shaped button on each image displayed on the main Control Panel/ screen. On this screen, the image of the
selected device is enlarged and allows adjusting zoom and focus for the selected device, as well as enabling
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or disabling autofocus. In order to ease calibration, it is possible to use the reference grid by clicking on
the icon (top left). To close the settings screen, simply click on the X button in the top right-hand corner.

Ultimos Registros

<« |

[ = Todos

BA 64

© 27/12/201910:5419
B AX" 105

O 27/12/201910:50:25
AZ 40

O 27/12/201910:47:36
B AW 14

© 27/12/201910:43:03
AE" 1187

© 27/12/201910:39:26
BA 62

© 27/12/201910:38:38
AU 11

© 27/12/201910:36:50
[ > 1Y) 40

© 27/12/201910:29:22
BAT 68

© 27/12/201910:26:27

B AE 91

DPwd® wd® wd® md wd® wd md wd wd

Figure 82 - Zoom and Focus for a registered device settings screen

7. First Access

& Perfil de Sistema v

Foco

Auto Iris

2 Habilitar O Desabilitar

27/12/2019 10:54:52 9%

ITSCAMPRO Mdvel can be accessed using the Google Chrome browser from a laptop that is on the same
data network, via the external access address and from devices that have the Android/iOS application
installed. The IP address of the product is provided by Pumatronix, along with the default user information

and password.

To access the system, the IP address provided must be entered in the navigation bar, followed by the user
credentials. However, on first access, it is advisable to create the other users and restrict the use of the
administrator account. To log in for the first time, use the factory default data on the login screen:

Figure 83 - ITSCAMPRO Movel system login screen

User admin

Password admin

%
ITSCAMPRO/=
MOVEL >
AN
Powered by Pumatronix ®
& Usudrio

a Senha

ITSCAMPRO Movel - Sistema Mével de Reconhecimento de
Placas

Www.pumatronix.com
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8. Care and Maintenance

Certain precautions are necessary to ensure the product's performance and extend its useful life.

Product Risks: The use of the product presents risks, which are presented in the section
Handling Risks.

From the System Status view, you can obtain information on the status of the system's operation and the
behavior of ITSCAMPRO Movel in Main > Dashboard. With the data obtained, the right decisions can be
made to carry out maintenance on the system.

8.1. System Maintenance

By accessing the System > System Maintenance menu, it is possible to perform the main operations with
the server where ITSCAMPRO Mdvel is installed, so physically access the equipment to do so is not needed.
The maintenance options for accessing the system are described below.

=] Ennpipfal

# Perfil de Sistema v & Administrador
. - - Minha Conta >

E Manutengéo do Sistema ?
2. Atualizago de Software = Logs do Sistema
= Log do Servigo
= Versdes
Banco de dados
: L35 £ Backup/Restore do Banco de Dados
enico
212.04c1
Web
212021
Atualizador de SW @3 Envie um novo padro de banco arrastando o backup para essa rea ou glicando aqui
212.04c1
€3 Atuslize a vers a0 arrastando o pacote de software aqui ou buscando por um
& Backup
C Reiniciar TSCAMPRO Mével £ Limpar Registros
& Reiniciar o servidor & Limpar Registros
£ Manutengéo = Reset de Fabrica
# Habilitar Manutengio & Reset de Fabrica

WA @ 43 27/08/2024 1609 (= 13%

Figure 84 - System Maintenance home screen

8.2. Updating ITSCAMPRO Mdvel

ITSCAMPRO Mdvel has three software packages, which can be upgraded individually. The update process
takes place entirely in the background, after the update file has been uploaded to the Software Update
area, where the current versions are displayed. However, it is advisable to back up the data before the
update process.

The first package to be installed on the system is the file containing the database, named /tscamprom-
db_2.X.Y.swu. To install it, drag the file to the Versions area or click on the link shown in the image to
search for a saved file. Next, the file named itscamprom-service_2.X.Y.swu must be installed by dragging
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or selecting it via the link. Finally, install the file named itscamprom-web_2.X.Y.swu which contains the
entire interface for the new application.

8.3. ITSCAMPRO Movel Logs

ITSCAMPRO Mdével has a complete log of all the operations carried out by the system in the background,
which can be downloaded from the System > System Maintenance screen under the Service Log button.
This log file helps the development team to identify and analyze anomalies in the system.

8.4. Backup and Restore

ITSCAMPRO allows creating complete system backups. The backup files generated are saved in a
proprietary format and can only be used by ITSCAMPRO Movel.

To perform a backup, the Backup button must be clicked and to restore, the saved backup file must be
selected or dragged to the area indicated in Database Backup/Restore.

System Restoration: When restoring a database on ITSCAMPRO Mdvel, all the
information that was stored on the equipment (including images) will be overwritten.

>

The Factory Reset restore option reverts the ITSCAMPRO Mdvel database to its default values, removing
previously saved data.

Factory Restoration: When restoring an ITSCAMPRO Movel installation to the factory
version, all stored information (including images) will be deleted.

>

ITSCAMPRO Mdvel allows users to restart equipment directly via the graphical interface in the Restart server
option. When selecting the Restart the service option, only the software is restarted, but in both options
there may be a loss of logs during the process.

Restarting ITSCAMPRO Modvel: Requesting a restart of ITSCAMPRO Movel causes all
connections to the image capture devices to be interrupted during the process and
there may be a loss of vehicle recognition during this period.

>

8.5. Log Cleaning

The Log Cleaning function cleans data by deleting all the logs that have been made. Used to free up storage
space on the equipment while maintaining the configuration options made.

Log Cleaning: By applying Log Cleaning, all logs will be lost and cannot be recovered.

>

8.6. Enable Maintenance Status

ITSCAMPRO Mdvel can trigger the Maintenance period, which allows the product's watchdog (installed on
the Surveillance Board) to be deactivated for 10 minutes. This way, the equipment can be accessed to carry
out the necessary maintenance.

59

wWww.pumatronix.com



Revision 1.2.1

E@= PUMATRONIX Product Manual

ITSCAMPRO Movel

9. Privacy Policy

In compliance with the General Data Protection Law (LGPD) - Law No. 13709, dated August 14, 2018, this
product has programmable functions for capturing and processing images that may infringe the LGPD when
used in conjunction with other equipment to capture personal data.

The equipment does not collect, use or store personal information, whether sensitive or not, for its
operation.

Pumatronix is not responsible for the purposes, use and treatment of the images captured, and control of

the information and ways of operating the product are the sole decision of the user or purchaser of the
product.

INDUSTRIA

BRASILEIRA
DE TECNOLOGIA
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